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Tin. tik /
- Trung Quoc té chire Hoi nghi Internet thé gidi
Lan thi 6.
- Thanh lap lién minh an toan, an ninh mang
cong nghé moi (OTCSA).
- L6 héng trong trinh hién thi Timelion cia

Kibana cho phép thwc thi ma lénh tir xa

Diém yéu lo hong

Nguy co tan cong tir cac diém yéu 16 hong
vao hé thong, phan mém.

Thong ké

Théng ké nguy co tdn céng man,

g-A

Bao cao tai liéu chuyén nganh.

TDTINT Y TANA CTANA QAT ANTTO AN WITANTE T AN N AN OT T T A



Tin Tuc Diém yéu 16 hong

Trung Quéc té chirc Hai nghi
Internet lan tha 6

Trong tun qua, Trung Quéc d4 to chirc
Hoi nghi Internet thé giéi lan tha 6, con duoc
goi 1a Hoi nghi thuong dinh Wuzhen, dugc )
chirc tir nam 2014. Pay 13 dién dan thuong
nién do chinh pha Trung Quéc t6 chirc nhim
thic day y tuéng quéan tri Internet toan cau;
thic ddy chil quyén khong gian mang va tién
bd trong cong nghé Al 5G.

H61 nghi ndm nay, cac chuyén gia
ATTT mang ctia Trung Quéc ciing da phat
hanh mot bai viét phac thao cc nguyén tic
thie hanh chii quyén khong gian mang, kéu
goi cac qudc gia bao vé chii quyén mang va
phat trién cac quy tic dugc chip nhan rong rii
cho khong gian mang.

Source:

https://www.scmp.com/economy/china-

economy/article/3033783/g00gle-and-

facebook-stay-away-smaller-us-firms-scout-

business

Thong ké

Khuyén nghi

Bai viét phan anh ¥ kién ciia cac chuyén
gia trong hoi nghi, nhitng nguoi di thuc day
céc tiéu chudn an ninh mang cao hon ciing nhu
sur hop tac 16n hon giita cac quéc gia va cac
cong ty Internet dé chdng lai cac méi de doa

trong khong gian mang.
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Tin Tuc Diém yéu 16 hong

Thanh l@p lién minh an toan,
an ninh mgng cong nghé mai
(OTCSA)

Ngay 22/10, 12 nha cung cép dich
vuva phﬁn mém an todn, an ninh mang da
cung nhau thanh 1ap mot lién minh toan cau
¢ tén la Lién minh an toan, an ninh mang
cong nghé mo1 (OTCSA). Lién minh nay sé
tap trung vao viéc bao v¢ cac cong nghé¢
diéu khién van hanh trong co s ha ting
quan trong va cong nghiép khoi cac mdi de
doa trén mang. Cong ty cd cac hoat dong
van hanh hé théng OT hoic co s& ha ting
quan trong déu c6 thé tham gia véi tu cach
la thanh vién.

OTCSA s& 4p dung cach tiép can
nam huéng dé giam thiéu nguy co tin cong
mang;: (1) Tang cudng kha ning, giam thiéu
rui ro khong gian mang cho cac moi truong
va giao dién OT cho kha ning két nbi
OT/IT; (2) Huéng dan cac nha khai thac OT
vé cach bao vé co s ha tﬁng OT ctaho dua
trén quy trinh quan 1y rai ro va cac kién
tric/thiét ké tham chiéu tudn thu nghiém
ngit cac quy dinh va tiéu chuan quéc té.

Source:

https://www.infosecurity-

magazine.com/news/otcsa-launched/

Thong ké Khuyén nghi

(3) Huéng dan cac nha cung cap OT vé
kién trdc hé thdng OT an toan, giao dién lién quan
va chtic ning bao mat; (4) H6 trg mua sam, phat
trién, lap dat, van hanh, bao tri va trién khai co s¢
ha ting quan trong an toan hon; (5) Cac thanh
vién caa lién minh toan cau s& tim cach day nhanh
thoi gian &p dung dé cac co s& ha ting quan trong
duoc an toan hon.
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Diém yéu 16 hong Thong ké Khuyén nghi

Lé héng trong trinh hién thi Timelion
cua Kibana cho phép thzc thi ma Iénh
tr Xa

Kibana 13 mdt ngudn mé dugc xay
dung chay nhu 1a mot web UL Kibana két

Hién tai 16 hong trong Kibana di c6

hop v6i Elasticsearch dé phuc vu cho cac tac

vu tim kiém, phan tich big data va log stream ban va, cac co quan t6 chic dang sir dung

phirc tap. Kibana c6 thé nang cip dé va 15 hong bao
mat.
Vao ngay 21/10/2019, cac chuyén gia
nghién ctru vé an toan théng tin mang da . ]
cong b cach thirc khai thac 16 hong (CVE- cap, c6 thé vo hiéu hoa tinh nang Timelion.
2019-7609) trong trinh hién thi Timelion cua
Kibana. Day 13 16 hong da duoc cong bd vao
ngay 25/3/2019 cho phép ddi tuong tan cong
truy cap ung dung Timelion dé giri yéu cau

Trong truong hop khong thé néng

thuc thi ma javascript c6 thé dan dén thyc thi
cac 1énh tuy ¥ quyén cia Kibana trén hé
théng may chu.

Pay 14 16 hong nghiém trong (c6 diém
CVSS:10.0), anh huéng dén cac phién ban
Kibana trudc 5.6.15 va 6.6.1.

Qua danh gid so by cua Trung tam
Giam sat an toan khong gian mang qudc gia,
c6 khoang 26.256 may chu dang cong khai
dich vu Kibana trén Internet, trong d6 co
nhiéu may chu cia Viét Nam.

Source:

https://www.tenable.com/blog/cve-2019-7609-

exploit-script-available-for-kibana-remote-code-

execution-vulnerability
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Diém yéu lo hong

Nguy co tan cdng mang tir diém

yéu 16 hang

Trong tuan, céac t6 chirc qudc té da cong
bd va cap nhat it nhat 265 16 hong, trong d6 cd
14 18 hong muc cao, 100 156 hong mirc trung
binh, 08 16 héng mirc thap va 143 156 hong chua
danh gia. Trong d6 c¢6 21 16 hong cho phép chén
va thyc thi ma 1énh.

Hé théng k¥ thuat caa Cuc ATTT chu
dong ra quét trén khong gian mang Viét Nam,
danh gia, thong ké cho thay c6 07 16 hdng/nhom
16 hong trén cac san pham, dich vu CNTT phd
bién, c6 thé gay anh huong 16n dén ngudi ding
& Viét Nam, nhu: 01 16 hong trén hé diéu hanh
Linux, Nhom 15 18 hong trén Adobe, Nhom 45
16 hong trén WordPress, nhom 02 16 hong trén
mot sb san pham cta Apache, Nhom 03 16 hong
trén thiét bi D-Link, Nn6ém 06 16 hong trén thiét
bi TP-Link, 01 156 hong trén Google, Nhom 08 16
hdng trén Foxit-software. .. Thong tin chi tiét vé
mot s6 16 hong trén cac san pham/dich vu phd
bién tai Viét Nam cu thé nhu sau:

Thong ké

Khuyén nghi

hé’l

Mgt sé 16 hang trén cac san pham/dich vu p
bién tgi Viéet Nam:

- Adobe: CVE-2019-8238, CVE-2019-8088. V.v..

- Linux: CVE-2019-18198.

- D-Link: CVE-2013-4856, CVE-2013-4855,vv...

- TP-Link: CVE-2019-13653, CVE-2019-13650 V.v..
- Wordpress: CVE-2015-9497,CVE-2015-9496 v.v..

- Apache: CVE-2019-10079, CVE-2019-12415 v.v..

L -




Diém yéu lo hong

Théng tin diém yéu 16 hong

Thong ké Khuyén nghi

San
pham/dich Mai 16i qudc té M0 ta ngin Ghi chi
STT vy
01 16 hong trén h¢ diéu hanh Linux (Linux kernel) | P co
. cho phép doi tugng tan cong khai thac by nhé FIB- | thong tin
! Linux CVE-2019-18198 | 1 5 OKUP-NOREF, chén va thuc thi ma Iénh tity ¥, | xéc nhan va
tan cong tir chdi dich vu ban va
Nhom 15 15 hong trén mot sb thanh phan, san pham | D3 co
CVE-2019-8238 cua Adobe (Experience Manager Forms, Acrobat | thong tin
2 Adobe CVE-2019-8088 | and Reader) cho phép dbi tuong tin cong thu thap | x4c nhén va
CVE-2019-8087 thong tin, chén va thuc thi ma 1énh tiy ¥. Anh hudng | ban va.
dén nhiéu phién ban Adobe.
CVE-2015-9497 | Nhoém 45 186 hdng trén nhiéu thanh phan cua | Da co
3 WordPress CVE-2015-9496 | WordPress ( The Easy Digital Downloads PDF | thong tin
CVE-2015-9531 Stamper extension..) cho phép doi tugng tan cong | xac nhan va
khai thac 16i XSS ban va
Nhom 02 16 hong trén Apache (Traffic Server, POI) | Da co
4 Apache CVE-2019-10079 | cho phép ddi twong tin cong thu thap thong tin thong tin
CVE-2019-12415 xac nhan va
ban va
Nhom 03 16 hong trén thiét bi D-Link (DIR- | Chua co
CVE-2013-4856 865L)cho phép ddi tugng tin cong chén va thuc thi | thong tin
5 D-Link CVE-2013-4855 ma Iénh qua nhiéu thanh phén khac nhau xac nhan va
CVE-2013-4857 ban va
L4 hong trén Goole (Google Chrome)cho phép d6i | Chua co
6 Google CVE-2016-5202 tuong tan cong truy cap trai phép thu thap thong tin thrﬁng tAin ‘
xac nhan va
ban va
CVE-2019-13653 | Nhom 36 10 hong trén thist bTP-Link (M7330) cho | Chua ¢o
7 TP-Link CVE-2019-13650 | Pheép doi tugng tan cong chen va thyc thi ma Iénh tur | t 0ng tAm ‘
CVE-2013-4848 | X2 xéc nhan va
ban va
Nhém 08 16 hong trén phan mém Foxit-software | Chua c6
. CVE-2019-17141 | (PhantomPDF 9.6.0.25114, PhantomPDF | thong tin
8 Foxit- CVE-2019-17139 | 9.5.0.20732...) cho phép d6i twong tan cong thuc thi | xac nhan va
software CVE-2019-17145 | ma 1énh tuy v , huéng muc tiéu truy cdp trang web | ban va

doc hai.




Diém yéu lo hong

Thong tin chi tiét 16 hong, diém yéu
luu y

CVE-2019-11043

Ngay 22/10, chuyén gia bao mat Omar
Ganiev di thong bao qua Twitter vé mot 15
héng thyuc thi ma tir xa moi trong PHP-FPM.
L3 hong c¢6 ma 1a CVE-2019-11043 véi thang
diém nghiém trong CVSS v3.1 13 9.8.

Theo cac nha nghién ciru, 16 hong cho
phép ké tan cong chay cac 1énh trén may chi
chi bang cach truy cap mot URL duoc thiét ké
ddc biét.

Hién tai khong phai tit ca cac may chu
web PHP déu bi anh hudng. Chi cac may chu
NGINX c6 bat PHP-FPM la d& bi tin cong.

L4 hong anh huong dén cac phién ban
PHP 7.1.x — 7.1.33, 7.2.x — 7.2.24, 73.x —
7.3.11

Source:

https://nvd.nist.gov/vuln/detail/CVE-2019-
11043
https://www.zdnet.com/article/nasty-php7-

remote-code-execution-bug-exploited-in-
the-wild/

Thong ké

Khuyén nghi

CVE-2019-17666

Nha nghién ctu bdo mat Nicolas
Waisman dd cong bd ma bang ching khai thac
mot 16 héng Wi-Fi trén hé diéu hanh Linux
duoc tiét 16 gan day.

L3 hong nam trong trinh didu khién
rtlwife cua cac mo-dun Wi-Fi Realtek duoc
xac dinh véi ma 16i CVE-2019-17666 voi
thang diém cao CVSS v3.0 1a 8.8. Khi khai
thac, chung cho phép ké tan cong c6 thé xam
nhap hé théng bang cac thiét bi Wi-Fi gan do.

Linux di théng bao 16 hdéng s& anh
hudng dén phién ban 5.3.6.

Source:

https:/nvd.nist.eov/vuln/detail/ CVE-2019-
17666
https://www.secpod.com/blog/linux-kernel-

vulnerability/
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Diém yéu lo hong

Théng ké nguy co, cdc cudc
tan cong tai Viét Nam

Tin cong DRDoS

Tuén vira qua tai Viét Nam, c6 rat nhiéu
may chu, thiét bi c6 thé trd thanh ngudn phat tan
tan cong DRDoS. Trong tuan c6 51.403 (ting SO
v6i tudn trude 1a 44.673) thiét bi co kha ning bi
huy dong va tré thanh ngudn tdn cong DRDoS.
Céac thiét bi nay dang m¢ s dung cac dich vu
NTP (123), DNS (53), Chargen (19). Dudi day la
biéu dd thong keé thiét bi theo cong dich vu phd
bién trong tuan.

Thong ké

Théng ké tin céng vao trang/céng théng tin dién tir
cua Viét Nam

Cai ma doc

Lira dao (Phishing)

Thay d6i giao dién

Tén céng Phishing

Trén thé giéi co nhidu cac trang web gid
mao cac to chure, doanh nghiép, nha cung cép, dich
vu 16n nhu: Céc mang xa hdi, ngan hang, thu dién
tir .v.v... Viét Nam c6 nhiéu ngudi dung cac dich
vy, ing dung nudc ngoai (ca mién phi va cé phi)
nhu cac mang xa hoi, Paypment, Apple, Paypal
v.v... vi vay nguoi ding can phai hét stc canh giac
v6i nhitng trang web gia mao dé an trom tai khoan.

Khuyén nghi

Bi€u d0 thdng ké thiét bi theo cong dich vu phd bién
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Tén cong Web

Trong tun, c¢6 316 trudng hop tin cong vao
trang/cong thong tin dién tir cuia Viét Nam: 2 trudng
hop tan cong thay ddi giao dién, 84 trudong hop tan
cong lira dao (Phishing), 230 truong hop tin cong cai
cidm ma doc.

SunTrust Bank Apple Inc.
ATB Financial
Desjardins

Webmail Providers

Canadian Imperial Bank of Commerce PayPal Inc.
Microsoft
Office365
Paypal Bank of America
Apple

Facebook, Inc.
Bet365



Diém yéu 16 hong Thong ké Khuyén nghi

Thong ké nguy co, cdc cudc
tan cong tai Viét Nam

Trong tuan mang botnet Avalanche c6 3.678.592
luot dia chi IP két ndi v6i may chi diéu khién giam so véi
tuan 42 1a 3.973.346.

Conficker

Trong tudn mang botnet Conficker co
138.534 luot dia chi IP két nbi véi may chi diéu
khién giam so véi tuan 42 1a 157.894.

Godzilla

Trong tudn mang botnet Godzilla c6 161.387 luot
dia chi IP két ndi v6i may chii dicu khién tang so véi tuan
42 1a 150.528.

Miner

Trong tuin mang botnet Miner c6 51.077
luot dia chi IP két ndi voi may chi diéu khién ting
s0 v6i tuan 42 1a 34.087.

Danh sdch IP/tén mién dic hai c6 nhiéu két noi tiv Viét Nam

disorderstatus.ru www.cityofangelsmagazine.com
differentia.ru morphed.ru
atomictrivia.ru somicrososoft.ru
soplifan.ru hwll3gvj.ru
1677¢13te.ru evbvhzmb.info
xjpakmdcfuge.com cs.chromlum.net
xdqgzpbcgrvkj.ru www.corpnox-technologie. fr




Tin Turc Diém yéu lo hong

Théong ké

Khuyén nghi

Khuyén nghi doi véi cdc co

quan, don vi

HAN CHE TAN CONG TU
CHOI DICH VU

Doi v6i nguy co bi loi dung dé
thye hién tan cong tir chdi dich vy néu
tal muc 3: Kiém tra cac dich vu st
dung giao thitc UDP, han ché téi da
viéc mo cac cfmg dich vu st dung
giao thirc UDP. Trong trwong hop st
dung phai thuong xuyén theo doi va
cap nhat ban va 16 hong bao mat cho
dich vu, dong thoi cau hinh cing hoa
dich vu, han ché téi da truy cap dén va
di lién quan dén dia chi/dai dia chi ko
can thiét.

PHONG TRANH TAN CONG
WEB
Kiém tra va xi@t Iy cac thiét bj
trong toan bo hé théng mang néu co
dau hiéu ket noi dén cac tén mién doc
hai Cuc ATTT da clua sé, dac biét la
cac tén mién di néu trong muc 5.2 béo
cao nay.

C‘*BER

URITY

CAP NHAT BAN VA LO HONG

Theo doéi va cap nhat ban va

cho cac 16 hong, dac biét 1a 10 hong
néu tai muc 2 bao cdo nay.

LUU Y KIEMTRA VA XU LY
CAC TEN MIEN DOC HAI
Nham tranh viée bj cac doi
tirong tan cong loi dung céc trang web
dé thue hién céc hanh vi gay mét an
toan thong tin nhw da néu trong muc
4, cac co quan t chic can phai
thwong xuyén kiem tra, ra soat may
chi web dé kip thoi phat hién va cap
nhat.

CHU PONG KIEM TRA, RA
SOAT, BOC GG MA POC
Chu déng kiém tra, 1a soat, boc
gt ma doc ra khoi hé thong mang.
Cuc ATTT sén sang phoi hop véi céc
co quan to chitc tién hanh kiém tra va
boc g& ma doc botnet trén hé thong
clia co quan don vi. Dé x4c minh cac
may tinh bi nhiém ma déc botnet, Quy
don vi co thé lién hé véi Cuc ATTT
theo thong tin bén dwdéi dé phoi hop
thure hién.

Thong tin lién hé:
Trung tim Giam sdt an toan khong gian mang quoc gia

% @ 024.3209.1616 - ais@mic.gov.vn
\Q Téing 16, s6 115 Tran Duy Hung, qudn Cau Gidy, Tp. Ha Néi



Diém yéu 16 hong Thong ké Khuyén nghi

RSG — Bao cao, tai lieu
chuyén nghanh

(1) Sé liéu cir 15 pht lai c6 2000 cugdc tdn cong
https://s3-eu-central-1.amazonaws.com/evermade-fsecure-assets/wp-
content/uploads/2019/09/12093807/2019 _attack landscape report.pdf

(2) Bdo cdo thwong nién cua Uc vé Casestudy tinh hinh an toan an ninh mang cia 25 co quan nwéc
nay

https://www.asd.gov.au/sites/default/files/2019-10/annual_report 2018-19.pdf
(3) Béo céo cua Blackberry chién djch tdn cong cua cac té chizc APT sir dung md doc thiét bj di
dong

https://threatvector.cylance.com/en_us/home/mobile-malware-and-apt-espionage-prolific-pervasive-and-
cross-platform.html

(4) Gidi phdp doi pho véi ma déc Ransomeware khi co quan chinh quyén Hoa Ky dang la muc tiéu
chinh

https://www.forbes.com/sites/forbestechcouncil/2019/10/24/ransomware-target-u-s-city-
government/#72db97d135¢c2

(5) Sé Iwong CAc cudc tan cdng va quy md cua CAC Yéu cau tién chude da tang vot

https://uk.investing.com/news/stock-market-news/global-insurers-face-quiet-strain-from-hacker-ransom-
demands-1985412
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