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UY BAN ATTT MANG CUA
AUSTRALIA PUQC TRAO
QUYEN BUQC CAC NHA
MANG CHAN MOT SO NOI
DUNG NHAT PINH

Ngay 25/8/2019, theo Reuters,
Uy ban an toan thong tin mang
cua Australia sé€ duoc trao
quyén budc cac nha mang phai
chan mét sb ndi dung nhit dinh
trong tinh huéng khan cép.

MANG BOTNET 10T MOI
NHAM MUC TIEU THIET BI
PHAT PA PHUONG TIEN
CHO TV THONG MINH

Hang WootCloud da phat hién ra
mot botnet 10T méi co tén Ares
dang liay nhiém trén thiét bi
Android (hop set-top) st dung
cho cac TV théng minh phd bién.
Cac hang c6 san pham di xac
dinh bi botnet nay lay nhiém,
khai thac bao gdm cac hop set-
top Android dugc san xuit boi
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Ha Ngi, ngay 03 thang 09 nam 2019

THONG KE NGUON
TAN CONG DDOS

Biu 0 thong ké thiét bi theo cong dich vu pho bién

PIEM YEU, LO HONG

AN TOAN THONG TIN

Trong tuan, cac t6 chic quéc té
d3 cong bd va cap nhat it nhat
461 15 hong, trong d6 c6 57 15
hong muc cao, 124 16 hong mirc
trung binh, 5 16 hong muc thap
va 275 16 hong chua danh gia.
Trong d6 co it nhat 43 16 hong
cho phép chen va thuc thi ma

DARK READING DA CO BAI
CHIA SE VE KHA NANG
SAN SANG POI MAT VOI
CAC NGUY CO, RUI RO
TRONG NAM 2019

Ngay 29/8/2019, DARK reading
da c6 bai chia sé vé kha nang sin
sang d6i mit voi cac nguy co, rii
ro mit an toan dit li€u ca nhan
trong nam 2019. Bai viét da liét
ké hang loat vu 19 lot, vi pham dir
lidu d4 bi Chinh quyén dua ra 4n
phat tir dau nam.
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1. Piém tin dang chi y

1.1. Ngay 25/8/2019, theo Reuters, Uy ban an toan thong tin mang cuia
Australia s€ duogc trao quyén budc cac nha mang phai chan mot 6 noi dung nhat
dinh trong tinh huéng khan cdp. Thil tuéng Australia Scott Morrison cho biét chinh
pht nude nay dyu dinh ngin chin di twong xau loi dung, khai thac cac nén tang ky
thuat s6 dé ding ndi dung bao luc. Australia va New Zealand di gia tang sy giam sat
clia cc trang web va cac cong ty truyén thong xi hoi sau vu viéc & thanh phd
Christchurch vao thang 3/2019, khi nhiéu ngudi bi tan cong bang sing va bi d6i
tugng tin cong phat truc tiép (livestream) trén Facebook. Chinh phui cho biét s& thiét
1ap phuong thirc dé chin cac tén mién luu tri¥ tai liéu, théng tin vi pham.

Australia s& xac dinh timg truong hop cu thé nhiing gi can kiém duyét. Trén
co s, chinh phil dang 1am viéc véi cac to chire, doanh nghiép trong cac nganh, linh
vuc khac nhau vé cac thoa thuan dé co thé nhanh chong thuc hién cong tic ngin
chin truy cap. Mot Trung tam diéu phdi 24/7 (CC Centre) s& duoc thanh 1ap dé giam
sat tryc tuyén thong tin vi pham. Nhiing cong ty cong nghé bao gom: Facebook,
YouTube, Amazon, Microsoft va Twitter, cung vt Telstra, Vodafone, TPG va Optus
du kién s& cung cép thong tin chi tiét vao cudi thang téi vé cach ho thuc hién yéu
cau cua Chinh phu.

1.2. Ngay 29/8/2019, DARK reading di c6 bai chia s¢ vé kha ning sin sang
ddi mat véi cac nguy co, rui ro mét an toan dir liéu c4 nhan trong nam 2019. Bai viét
da liét ké hang loat vu 19 lot, vi pham dir li¢u da bi Chinh quyén dua ra an phat tir
dau nam nhu: Co quan quan 1y quyén riéng tu ciia Anh da phat hang hang khong
Anh British Airways véi s6 tién 230 triéu USD va 125 triéu USD d6i véi cong ty
kinh doanh khach san Marriott vi vi pham cac quy dinh ctia GDPR (Quy dinh bao vé
di liéu chung cta chau Au); Tiép theo 13 viéc Max Schrems (M6t Luét su nguoi Ao
ing hd quyén riéng tu) da kién Facebook vé kha ning gay nguy hiém cho xa hoi
tuong lai voi cac ludng dir liéu xuyén bién gidi. Va gan day, FTC (Uy ban thuong
mai Hoa Ky) cong b phat cong khai murc phat ky luc véi so tién 1a 5 ty USD, lién
quan dén bé boi vi pham di liéu ciia cong ty Cambridge Analytica.

Ciing theo bai bao, hon 500.000 t6 chirc di ding ky bao vé dit liéu cho nhan
vién & chau Au theo quy dinh cia GDPR. Tuy nhién, theo cic chuyén gia, dé kiém
soat luéng dir li€u trén hang ngan h¢ théng dir liéu, mang ludi cac nha cung cép,
kién trac dam may v.v... thi cac to chic du 16n hay nho phai ¢ sy tham gia cua
nguoi c6 trinh do cao, cac cong nghé kiém soat, an toan dir liéu va quy trinh. Day
thuc sy 13 thach thirc 16n, mot van dé twong ddi phtrc tap ma gan nhu céc t6 chirc, ca
nhan chua thue sy san sang.
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1.3. Hang WootCloud da phat hién ra mdt mang botnet IoT mai c6 tén Ares
dang 1ay nhiém trén thiét bj Android (hop set-top) str dung cho cac dong TV thdng
minh phd bién. Cac hing c6 san pham di xac dinh bi mang botnet nay lay nhiém,
khai thac bao gé)m cac hop set-top Android dugc san xuét béi HiSilicon, Cubetek va
QezyMedia...

Phuong thirc tan cong ciia mang Botnet méi nay khong st dung 16 hong trong
hé diéu hanh Android, nhung dang khai thac mét dich vu cAu hinh d3 duoc kich hoat
va khong dugc bao vé trén mot sb cai dit hop set-top. Dich vu nay cé tén 1a Android
Debug Bridge (ADB), ddy 1a mot tinh nang tiéu chuan cia HPH Android. Muyc dich
ctia n6 1a cho phép cac nha san xuat va nha phat trién tmg dung truy cap vao HDH
Android théng qua giao dién dong 1énh. Thiét bi dau cudi ADB nay c6 thé dugc truy
cap theo ba cach, thong qua két ndi co diy, WiFi hodc qua mang hodc internet (qua
cong 5555 cua thiét bi).

Nha san xuat thuong sir dung dich vu ADB dé dinh cau hinh hoic chay thir
nghiém trén cac thiét bi dya trén Android. Trong hau hét cac ddy chuyén san xuat,
nhiéu cdng ty da v6 hiéu hoa dich vu trudce khi van chuyén thiét bi cho khach hang.

Tuy nhién, trong vai nam qua, khi thiét bi Android ngay cang trd nén phd
bién, nhiéu nha cung cap vo tinh khong vo hiéu hoa tinh ning nay, nén thiét bi dé
dang bi toi pham mang tiép can dé tin cong tir xa.

Cac hop set-top Android 1a mot thiét bi truyén phat da phwong tién cho TV dé
chay phién ban chuyén biét cia HPH Android. Chung duoc sir dung ngay cang phd
bién tai cac gia dinh va cac dia diém cong cong ... S6 luong cua cac thiét bi nay
dang tiang theo cap sd nhan.

"

Debug, Remote Terminal
ADB Daemon Management Operations ADE Server Client
{adbd} {adb} = for D'ebl.lgq
TCP 5555 Remote
ar USE Managemeant

Android Device or Local or remote
Emulator controlling hostf server
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Hinh 1 - M6 hinh khai théc thiét bi android ciia mang Botnet

Vi tinh ning ciia ADB la m¢ va khong duoc xac thuc nén khi ké tan cong
phat hién ra cong TCP 5555 trén thiét bi, chung s& xac dinh kha nang kiém soét, Xac
thuc va iy quyén cua thiét bi. Cac chuyén gia thy rang dich vu ADB trén cong TCP
5555, khong chi duoc sir dung dé g& 16i ma con cho phép quan Iy tir xa.

Khi tinh ning quan 1y tir xa c6 thé thuc hién qua giao dién g& 16i, diéu d6 co
nghia 13 viéc truy cap thiét bi cho phép thuc thi 1énh tir xa, tai 1én/tai xubng cac tng
dung tuy chinh, truy cap dir li¢u va cac ing dung khac. WootCloud da phat hi¢n ra
botnet Ares 1ay nhiém va lan truyén bot 14 thong qua giao dién ADB.

Khi bot Ares duoc cai dit trén cac thiét bi chay Android, n6 s& khoi chay
may quét dé: Liy dau van tay va phat hién thém céc thiét bi Android thong qua giao
dién ADB, Cai dit payload danh riéng cho céc thiét bi bi xAm nhéap dé kich hoat
thém bo tan cong nhu khai thac tién dién tir, v.v...

Khuyén nghi bién phap d6i ph6 nhu sau:

« Trién khai cac giai phap kiém soét truy cip qua cong va dich vu cia tng
dung (Chin cong TCP 5555).

« Cau hinh céc chinh sach mang, phan chia cac ving mang riéng biét dé han
ché luu luong truy cip mang di vao va di ra ctia céc thiét bj IoT.

« Tét tinh nang ADB trén cac thiét bi IOT, dic biét 1a cac thiét bi truyén phat
da phuong tién cho TV thong minh.

« Ludn ciu hinh mat khau cho cac phuong thic truy cdp nhu Telnet, Web,
SNMP, v.v. trén cic thiét bi IoT.

Théng tin chi tiét khac c6 thé tra ciru tai dia chi:

https://ti.khonggianmang.vn/dashboard/news/p/Mang-botnet-iot-moi-nham-
muc-tieu-lay-nhiem-cac-thiet-bi-thong-minh/

2. Nguy co tan cong mang tir diém yéu 16 hong

Trong tuan, cac to chiic qubc té dd cong bd va cap nhat it nhat 461 16 hong,
trong d6 c6 57 156 hong muc cao, 124 15 hong mirc trung binh, 5 15 hong muc thap va
275 16 hong chua danh gia. Trong d6 c6 it nhat 43 16 hong cho phép chén va thuc thi
ma 1énh.

Hé thong ky thuat ciia Cuc ATTT chii dong ra quét trén khong gian mang Viét
Nam, danh gia, théng ké cho thay c6 06 15 hong/nhém 15 hdng trén céc san pham,
dich vu CNTT pho bién, c6 thé gay anh huong lén dén ngudi ding ¢ Viét Nam,
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nhu: Nhom 88 156 hong trén san pham caa Microsoft; Nhém 136 15 hong trén nhiéu
plugin caa Wordpress; Nhdm 79 15 hong trén Adobe Acrobat and Reader, Nhom 16
15 hong trén Android, Nhém 31 13 hdng trén san pham caa IBM, v.v...Théng tin chi
tiét vé mot sb 16 hong trén cac san pham/dich vu phd bién tai Viét Nam cu thé nhu

Sau.

San
STT| pham/ Mai 15i quéc té Mo ta ngin Ghicha
dich vu
Nhom 34 15 hdng phién ban
san  pham cua  Adobe
CVE-2019-7968  |Photoshop CC cho phép dbi/Pa cd
L |Adobe gxgggig;ggg tugng tan cbng thuc thi majthéng tin
[énh tuy y Xac  nhan
Tuan 34 da canh bao 79 16|vaban va
hong trong san pham Adobe
Acrobat.
Nhom 08 15 héng trén mot sb
san pham cua DLink ( Router
CVE-2019-15526 |Wifi DIR-823G, DIR-825AC|Mot s6 15
CVE-2019-15527 |G1) cho phép d6i tuong tan|hong di co
) DLink CVE-2019-15528 |[cong ch‘é:n va thl_IC’ thi ma 1énh|(thOng  tin
qua nhi¢u tham s0 khac nhau,|X4&C nhan
thuc hién, thu thap va chuyén|va ban va
dir 1iéu gifra cac ving mang co
1ap khac nhau.
Nhém 05 16 héng nghiém trong
trong nhan Linux cho phép déi
CVE-2019-15504 |twong tan cong gia mao ludng|Pa cd
3 Linux CVE-2019-15505 |dir licu UsB, khai thac 16i Out|thdng  tin
Kernel CVE-2019-15666 |of Bounds dé doc dir liéu trén{xac  nhan
hé thong, tan cong tir chdi dich |va ban va
vu
L hong co diém CVSS 9.8
Xymon CVE-2019-13451 |Nhém 08 16 hong trén hé diéu
CVE-2019-13452 |hanh Xymon cho phép khai



https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-15526#_blank
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-15527#_blank
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-15528#_blank
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-15504#_blank
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-15505#_blank
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-15666#_blank
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CVE-2019-13455

thac 16i tran bd dém dé chén va
thuc th1 ma 1énh.
L hong ¢ diém CVSS 7.5

Nhém 12 16 héng trén mot sd

san  phan cua  Atlassian

(Jira,Atlassian Universal

Plugin Manager) cho phép d6i

CSRF, SQL Injection, stra doi
thong s6 cai dat,

CVE-2019-11589 L . .., .x.ba co
CVE-2019-8445 tuong tan cong khai thac 161 thé ;
. - - ~ A .. |thong tin
Atl XSS, CSREF, thu thap thong t
Bl CVE-2019-14999 |77 ZOT TIT D THORS T 4e nhan
tai khoan nguodi dung, chuyén| = |
. PR £ ban va.
huéng nguoi dung dén trang
web doc hai.
Mot sb 16 hong di duoc canh
béo trong tuan 34
Nhom 04 16 hong trén nhiéu
d\ 4 . 9 R. h h
CVE2019-14305 | % 5P 0 T T pa oo
¢p doi tuong tan con ai
| CVE-2019-14307 |0 P SO1 WONE "l ®ON8 Ml sne  tin
Ricoh thac 101 tran bd dém dé chén va| | R
CVE-2019-14308 e in < ., , . z2/xdc  nhan
thuc thi ma 1énh, tir d6 co6 the| ..,
A A n . |vabanva
thu thdp dugc nhi€u thong tin
quan trong trén cac may in nay.
Nhém 75 16 hong trén nhiéu
thanh  phan  plugin  coa
CVE-2015.9372 Wordpr.ess (Membership Add- chf)t Séi 1§
CVE-2019-15774 on for iThemes Exchange, nd-hong da co
Wordpress booking, wp-ultimate- [thong  tin
CVE-2019-15836 . e . A
recipe, ...) cho phép doi tugng|xac  nhén
tan cong khai thac 156i XSS,|va ban va

3. Nguy co phat tan tan cong tir chdi dich vu

Tan cong tir chodi dich vu 13 hinh thtc tan cong di co tir 1au, va hién tai van

dugc ddi trong tin cong wa thich sir dung dé thuc hién cac ¥ d6 xau. Tan cong tir
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chéi dich vu vé co ban khong nguy hiém nhung lai gy anh huong dén hoat dong
ctia hé thong, gay thiét hai vé kinh té cho to chuc bi tin cong.

Tén cong tur chdi dich vu ¢6 thé dugc thue hién véi nhidu k¥ thuat khac nhau,
nhung trong nhiing nam gan day phan 16n tin tic huy dong cac thiét bi dang mo
céng dich vu st dung giao thirc UDP dé thuc hién tin cong. Cac thiét bi nay co thé
bi huy dong dé dang dé thuc hién tin cong DRDoS (tdn cong tir chéi dich vu phan
xa phan tan/Distributed Reflective Denial-of-Service) ma hiéu qua tin cong lai rat
cao. Rat nhiéu giao thirc tang tmg dung déu c6 diém yéu/1d hong cho phép thuc hién
tan cong nay.

Giao thurc S6 1an khuéch dai biang thong
DNS 28 1an 54
NTP 556.9
SNMPv2 6.3
NetBIOS 3.8
SSDP 30.8
CharGEN 358.8
QOTD 140.3
BitTorrent 3.8
Kad 16.3
Quake Network Protocol 63.9
Steam Protocol 5.5
Multicast DNS (mDNS) 2 dén 10
RIPv1 131.24
Portmap (RPCbind) 7 dén =28
LDAP 46 dén 55
CLDAP 56 dén 70
TFTP 60
Memcached 10,000 dén 51,000

Tai Viét Nam, co rat nhiéu mdy chu, thiét bi c6 thé trd thanh ngudn phat tan
tan cong DRDoS. Trong tuin c6 46,680 (gidm so v6i tuan trude la 47, 519) thiét bi
7



¢6 kha ning bi huy dong va tro thanh ngudn tin cong DRDoS. Cac thiét bi ndy dang
mo st dung cac dich vu NTP (123), DNS (53), Chargen (19). Dudi day 1a biéu dd
thdng ké thiét bi theo cong dich vy phd bién trong tun

Biéu dd thdng ké thiét bi theo cong dich vu pho bién

24000
)
o 1270
483 381 121 2365 ——~
24000
o
4 3 B 17 58 — 123
=4 (0 19
@ 2006
3.881 2,942 2,953 iy
-—._________-__-_-____
Sun Aug 25 Mon Aug 26 Tue Aug 27 Wed Aug 28 Thuo Aug 29 Fri Aug 30 Sat Aug 3
2018

4. Té4n cong vao Cong TTPT/img dung web ciia Viét Nam

Website/Cong thong tin dién tir 1a kénh cung cip thong tin hiéu qua tuy nhién
hau hét khong dugc quan tim dén viéc bao dam an toan cho website, rat nhidu trang
tdn tai diém yéu, 16 héng bao mat, dbi tuong tAn cong co thé khai thac dé thuc hién:
tan cong thay doi giao dién, tin cong lira dao thu thip thong tin tai khoan, thong tin
c4 nhan, tdn cong cai cim va phat tan ma doc.

Trong tudn, c6 154 truong hop tin cong vao trang/cong thong tin dién tir cia
Viét Nam: 25 truong hop tdn cong thay doi giao dién, 127 trudng hop tan cong lira
dao (Phishing), 07 trudng hop tin céng cai cam ma doc.

Web_Deface Web_Phishing Web_Malware

25 | 7



Thong ké s6 lwong céc trang web phishing trong tuén
theo nha cung cap dich vu
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5. Hoat dong ciia mang botnet, APT, ma dgc tai Viét Nam
5.1. Cdc mang botnet phé bién

Tai Viét Nam c6 nhiéu mang botnet 16n trén thé gidi dang hoat dong, trong d6
ndi bat 1a Avalanche, Conficker, Gamut, IoTbotnet/Mirai, PonyLoader, Sality,
Wanacry ... Cac mang nay dugc hinh thanh tir nhitng may tinh, dién thoai thong
minh, thiét bi mang ... bi 1y nhiém ma ddc. Mdi mang botnet déu co dic diém, muc
tiéu khac nhau, tuy nhién déu c6 dic diém 1a khi da bi lay nhiém ma doc va tham gia
vao cac mang botnet nay thi s& bi ddi twong tan cong kiém soat tir xa va loi dung dé:
phat tdn thu rdc/ma ddc mai, thu thap thong tin, dit li¢u trén may tinh nguoi dung,
tan cong tir chdi dich vu ... va gop phan 1am ting ti 1& 1ay nhiém ma doc & Viét
Nam. Du¢i day la biéu dd hoat dong cua mdt ) mang mang botnet 16n trong tuan:




Trong tuin mang botnet Avalanche (chuyén danh cip thong tin ngudi dung)
hoat ddng nhiéu nhat va giam so véi tuan trude, c6 328.838 luot dia chi IP két ndi
v6i may chu diéu khién (Tuan 34 13 335.777).

5.2. Danh sdch IP/tén mién djc hai cé nhiéu két noi tiv Viét Nam

1 disorderstatus.ru

2 differentia.ru

3 atomictrivia.ru

4 y3w75xctac.ru

5 Xjpakmdcfuge.com

6 soplifan.ru

7 v99ay4wuo.ru

8 p84epcnjzy.ru

9 xdgzpbcgrvkj.ru

10 ixhtiv.info

11 www.cityofangelsmagazine.com
12 kukutrustnet777.info

13 mel.cloudcontentsmak.com
L disorderstatus.ru

6. Khuyén nghi ddi véi cac co quan, don vi

Nham bao dam an toan thong tin trong hé thong mang cia cic co quan, tO
chic, Cuc ATTT khuyén nghi:

- Theo ddi va cap nhat ban vé cho cac 16 héng, dic biét 1a 16 héng néu tai muc
2 bao cao nay.

10



"y
i :
€/

o

- Pbi voi nguy co bi lo1 dung dé thyc hién tin cong tu chdi dich vu néu tai
muc 3: Kiém tra cac dich vu sir dung giao thiec UDP, han ché t6i da viéc mo cac
cong dich vy sir dung giao thitc UDP. Trong trudng hop sir dung phai thudng xuyén
theo d&i va cap nhat ban va 16 héng bao mat cho dich vu, déng thoi cdu hinh cung
héa dich vy, han ché tbi da truy cap dén va di lién quan dén dja chi/dai dja chi ko
can thiét.

- Nham tranh viéc bi cac ddi tuong tAn cong loi dung cac trang web dé thuc
hién cac hanh vi gdy mét an toan thong tin nhu d néu trong muc 4, Cac co quan to
chtrc can phai thuong xuyén kiém tra, ra soat may chu web dé kip thoi phat hién va
cap nhat.

- Kiém tra va xur 1y cac thiét bi trong toan bd hé théng mang néu c6 dau hiéu
két ndi dén cac tén mién doc hai Cuc ATTT di chia sé, dic biét 1a cac tén mién da
néu trong muc 5.2 bao cao nay.

- Chu dong kiém tra, ra soét, boc g0 ma doc ra khoi hé¢ théng mang. Cuc
ATTT san sang phdi hop voi cc co quan to chic tién hanh kiém tra va béc g& ma
doc botnet trén hé théng cua co quan don vi. Pé xac minh cac may tinh bi nhiém ma
doc botnet, Quy don vi c6 thé lién hé vdi Cuc ATTT theo thong tin bén dudi dé phoi
hop thuc hién.

Thong tin lién hé Cuc An toan thong tin, tang 8, s6 115 Tran Duy Hung, quan
Cau Gidy, TP. Ha Noi; s6 dién thoai: 024.3943.6684; thu dién tir ais@mic.gov.vn.

Tran trong./.

CUC AN TOAN THONG TIN
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