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HOI NGHI THUONG NIEN
THI TRUONG HOA KY

Tai cudc hop thuong nién ctia Hoi
nghi thi truéng Hoa Ky, hon 225
thi truong di ung ho nghi quyét
khong tra tién chudc cho dbi
tuong tin céng mang trong céc
cudc tin cong bang mi doc tong
tién Ransomware. Nghi quyét voi
tiéu d& “Phan d6i thanh toan cho

cac doi tuong tan cong tong tién -

Opposing Payment To
Ransomeware Attack
Perpetrators™.

PHAN MEM GIAN PIEP MO
EVILGNOME TREN LINUX
DESKTOP

Nhém chuyén gia bao mat
cua Intezer Labs gan day da
phat hién ra backdoor Linux
méi- EvilGnome chua bi bét
ky san pham phong chéng
ma déc nao phat hién.

00 EvilGnome

New Linux Spyware

Ha Noi, ngay 23 thang 07 nam 2019

THONG KE NGUON
TAN CONG DDOS

Biéu 0 thong ké thiét b theo cong dich vu pho bién

PIEM YEU, LO HONG

AN TOAN THONG TIN

Trong tuan, cac té chic quéc té
dd cong bd va cap nhat it nhat
346 15 hong, trong d6 co 61 15
héng muc cao, 101 15 héng mirc
trung binh, 28 15 hong mirc thap
va 156 16 hong chua danh gia.
Trong d6 co it nhat 28 15 hong
cho phép chén va thuc thi ma
Iénh.

HANG HANG KHONG
QUOC TE BRITISH
AIRWAYS VI PHAM DU
LIEU THONG TIN

Hang hang khong quéc té British
Airways ctia Anh d6i mit voi
mirc phat ky luc 183 tri¢u bang vi
vi pham dir li¢u theo thong tin tur
Vin phong Uy ban théng tin
(ICO). ICO cho biét day 1a hinh
phat 16n nhat ma ho da dwa ra va
13 1an déu tién dugc cong khai.
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1. Piém tin dang chi y

1.1. Tai cudc hop thuong nién cua Hoi nghi thi truéng Hoa Ky, hon 225 thi
truong dd ung ho nghi quyét khong tra tién chude cho ddi twong tin cong mang
trong cac cudc tan cong bang ma doc téng tién Ransomware. Nghi quyét voi tiéu dé
“Phan d6i thanh toan cho cac ddi tuong tin cong tong tién - Opposing Payment To
Ransomeware Attack Perpetrators™.

Nghi quyét dugc dua ra sau khi gan 20 thanh phd bi tin cong bang ma doc
tbng tién ransomware trong nim nay. Mot s6 thanh phd nhu Lake City, Florida da
thanh toan khoang 43 bitcoin cho mot déi twong tdn cong dé lay lai quyén truy cap
vao hé théng dién thoai va thu dién tir. Mot cude tan cong gﬁn day nhét vao thanh
phd Baltimore hoi thang 5 thong qua 1 email lira ddo, dd khién cic hé thong thiét
yéu cta thanh phd nay bi ngung tré. Di twong tin cong yéu cau 13 bitcoin (khoang
76.280 USD vao thoi diém d6). Tuy nhién, 1anh dao thanh phd nay dugc cho rang da
khéng tra tién chudc theo yéu cau voi quan diém 1a viée tra tién chudc chi mang lai
dong luc cho nhiéu nguoi tham gia vao loai hanh vi bat hop phap nay. Udc tinh rang
cudc tdn cong da tiéu tén cua thanh phd it nhét 18 triéu USD.

1.2. Hang hang khong qudc té British Airways ctiia Anh d6i mat véi mitc phat
ky luc 183 triéu bang vi vi pham dit liéu theo thong tin tir Vin phon Uy ban thong
tin (ICO). ICO cho biét day la hinh phat 16n nhat ma ho da dua ra va 1a lan dau tién
dugc cong khai. Mtc phat nay ap dung véi British Airways do vu viéc xady ra vao
nam 2018, khi ngudi ding trang web cta British Airways bi chuyén huéng dén mot
trang web lira ddo. Thong qua trang web gia mao nay, thong tin chi tiét vé khoang
500.000 khach hang da bi ddi twong tin cong thu thap (tham khdo thém tai bdo cdo
tinh hinh an todn théong tin ddng chii ¥ trong tuan 36/2018).

Hinh phat ap dung ddi v6i British Airways 1a hinh phat dau tién dugc cong
khai ké tir khi Quy dinh bao v¢ dir li¢u chung (GDPR) cua EU c6 hiéu luc. Theo
GDPR mtrc phat t6i da dbi voi cac vu viée lién quan to1 vi pham dir li€u co thé 1én
dén 4% doanh thu toan ciu. Mtrc phat ap dung vé6i British Airways dang 1a 1.5%
doanh thu trén toan thé gidi trong nam 2017 cta hing hang khong nay, thap hon kha
nhiéu murc t6i da co thé ap dung.

1.3. Nhém chuyén gia bao mat cua Intezer Labs gan day da phat hién ra
backdoor Linux méi - EvilGnome dang trong giai doan phat trién va thir nghiém
nhung da bao gom mot s6 md-dun doc hai theo ddi nguoi ding hé diéu hanh Linux.
M3 doc hai chwa bi bat ky san pham phong chéng ma doc nao phat hién.
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Phan mém doc hai ndy co tén EvilGnome, duoc thiét ké dé chup anh man
hinh mdy tinh, danh cap tép tin, ghi lai &m thanh tir micro cia ngudi dung cling nhu
tai xuéng va thuc hién cac mo-dun doc hai khac.

Theo Interzer Labs thi miu ma doc tim thay trén VirusTotal c6 chirc ning
keylogger chua hoan chinh, va c6 thé do nha phét trién tai 18n nham.

ffab36b2fa68d0708c82f01a70c8d10614ca742d838b69007f5104337a4b869

paul@ubuntu

EvilGnome gia mao gdi phan mém Gnome - chuong trinh cung cp giao dién
cho céc hé diéu hanh Linux. EvilGnome dugc phan phdi dudi dang mot tap tin shell
gnome-shell-ext.sh (tao bang makeself) va tao cronjob dé chay theo phut.

Phan mém doc hai ndy sir dung cac mo-dun dé thyc thi. Thanh phan gian diép
cta EvilGnome gém 05 md-dun doc hai goi 1a Shooters nhu sau:

- ShooterSound: mé-dun nay st dung PulseAudio dé thu &m thanh tir micro
ctia ngudi dung va tai dit liéu 1én may cha diéu khién (C&C).

- Shooterlmage: md-dun nay sir dung thu vién md nguén mé Cairo dé chup
anh man hinh va tai chiing 1&n may cha C&C. Mé-dun nay hoat dong bang cach mo
két ndi dén Xorg Display Server.

- ShooterFile: md-dun nay sir dung danh sach b loc dé quét hé thdng tép tin
dé tim file méi duoc tao va tai ching 1én may chi C&C.
- ShooterPing: md-dun nhan cé&c Iénh méi tir may chi C&C, nhu tai xudng va
thuc thi ma doc mai, dat cac bo loc mai dé quét tép, tai xudng va dat cau hinh thoi
3
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gian chay méi, loc dit liéu dau ra dé dua 1én may chu C&C hay diung viéc thuc thi
mo-dun khac.

- ShooterKey: md-dun nay khéng duoc thuc hién va khong dugc st dung, rat
c6 thé 1a md-dun keylogging chua hoan thién.

Dang chu ¥, tat ca toan bo md-dun trén déu ma hda dix lidu dau ra va giai ma
cac lénh nhan duoc tir may chi C&C bang khoa RC5 “sdg62 AS.sa $ die3”, sir
dung phién ban stra d6i caa thu vién nguén mé caa Nga.

Ngoai ra, cac nha nghién ctu ciing tim thdy méi lién hé gitra EvilGnome va
Gamaredon Group, mot nhdm tan cdng mang cia Nga di hoat dong it nhat tir ndm
2013 va da nham vao nhiéu c& nhan 1am viéc véi chinh phu Ukraine. Dudi day 1a
mot s6 diém twong dong giira EvilGnome va Gamaredon Group:

- St dung cling mot nha cung cép dich vu luu trir;

- EvilGnome ciing hoat dong trén dia chi IP ting duoc kiém soat béi nhom
Gamaredon hai thang trudce.

- EvilGnome ciing dang si dung tén mién '.space' giong nhu Nhom
Gamaredon.

- EvilGnome st dung céc ky thuat va md-dun, giéng nhu viéc sir dung SFX,
lap lich tac vu va trién khai cac cong cu danh cip thong tin twong tu Gamaredon
Group.

Cac nha nghién ctru ciing khuyén ngudi ding, quan tri vién nén kiém tra hé
théng caa minh ¢ bi nhiém phan mém gian diép EvilGnome bang cach tim thuc thi
""gnome-shell-ext" trong thuw muc "'~/ .cache / gnome-software / gnome-shell-
extend"'.

Ngoai ra, do c&c san pham chéng vi-rat va bao mat hién khéng phét hién dugc
phan mém doc hai EvilGnome, cac nha nghién ciu khuyén cac quan tri vién Linux
c6 lién quan nén chin cac dia chi diéu khién da duoc chi ra.

Théng tin ki thuat vé ma doc EvilGnome tham khao thém tai:

https://ti.khonggianmang.vn/dashboard/news/p/Phan-mem-gian-diep-moi-
EvilGnome-tren-Linux-Desktop/

2. Nguy co tan cong mang tir diém yéu 16 hong

Trong tuan, c4c to chirc quéc té da cong bd va cap nhat it nhat 346 15 hong,
trong d6 c6 61 16 hong mirc cao, 101 16 hong muc trung binh, 28 16 hdng muc thap


https://ti.khonggianmang.vn/dashboard/news/p/Phan-mem-gian-diep-moi-EvilGnome-tren-Linux-Desktop/
https://ti.khonggianmang.vn/dashboard/news/p/Phan-mem-gian-diep-moi-EvilGnome-tren-Linux-Desktop/
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va 156 16 hong chua danh gia. Trong d6 c6 it nhét 28 15 hong cho phép chén va thuc
thi ma Iénh.

Hé thdng k§y thuat ciia Cuc ATTT cha dong ra quét trén khong gian mang Viét
Nam, danh gia, théng ké cho thay c6 07 15 hong/nhém 18 hdng trén céc san pham,
dich vu CNTT phd bién, c6 thé gay anh huong l6n dén ngudi dung ¢ Viét Nam,
nhu: Nhom 77 16 héng trong mot s san pham caa Microsoft; Nném 11 15 hong trén
san pham, phan mém Adobe; Nhém 08 16 hdng trén san pham cua Cisco, nhém 03
156 hong trén plugin cia Wordpress v.v...Thong tin chi tiét vé mot s6 16 hong trén
cac san pham/dich vu phé bién tai Viét Nam cu thé nhu sau:

San
STT| pham/ M4 16i quéc té M6 ta ngan Ghi cha
dich vu

Nhom 77 16 hdng trén mot sd
san pham, phan mém cua
Microsoft (Chakracore,

. ) ba 5
CVE-2019-1001 Edge, Office, IE, Windows thgn t(i(r)\

1 | Microsoft CVE-2019-1092 10, Windows 7, Windows| |, g A
CVE-2019-1104 . .z./Xa& nhan

Server 2012... ) cho phép doi| . .

va ban va

twong tan cdng chén va thuc
thi ma lénh tr xa, tin cong
leo thang.

Nhém 11 16 hong trén mot s6
san  pham cua Adobe
CVE-2019-7850 (Campaign Classic, Bridge ba co
CVE-2019-7843 CcC Dreamweaver, thng  tin
CVE-2019-7847 Experience Manager) cho[xac nhan
phép ddi tuong tan cdng chén|va ban vé
va thuc thi 1énh d6c hai, thu
thap thong tin nhay cam

2 Adobe

Nhém 08 156 hong trén

cveamomsy | PO P e

3 Centos |CVE-2019-13383 ; légn thu m 3 /t?n a?[ru céy Xac ’ nhan
u :

Webpanel |CVE-2019-13605 [ o - M AP, FTUY Capixac e

trai phép vao hé thong vai|va ban va

quyén cua nguoi dung thdng
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thuong ma khéng can xac
thuc, tim kiém nguoi dung c6
trén hé thong.

IBM

CVE-2019-4194
CVE-2019-4430
CVE-2018-2021

Nhom 07 15 hdng trén mot sé
san pham cua IBM (IBM
Campaign, QRadar SIEM,
IBM Jazz, IBM Maximo
Asset Management) cho
phép dbi tugng tan cong khai
thac 15i Path Traverse dé truy
cap trai phép vao tap tin trén
hé thong, 16i XSS thyc thi
cac doan méa Java, thu thap
thdng tin nhay cam,

ba co
théng tin
xac nhan
va ban va

Cisco

CVE-2019-1873
CVE-2019-1932
CVE-2019-1921

Nhom 08 16 hdng trén mot sd
san pham, ung dung cua
Cisco (IOS Access Points,
Small Business Switches,
FindIT Network
Management Software,
Identity Services Engine,
Industrial Network Director)
cho phép d6i tuong tan cong
truy cap vao giao dién
console cua thiét bi voi
quyén Root, khai thac I5i
SQL InjectionCentOS Web
Panel, XSS, chuyén hudng
ngudi diung dén trang web
doc hai, mot s6 18i cho phép
thuc thi hang dong trai phép
thong qua REST APT,

ba co
thong tin
xac nhan
va ban va

Tp-link

CVE-2019-13613

02 L& héng trén thiét bi TP-
Link Wireless Router Archer
Router va TP-Link Archer
C1200 cho phép khai thac 16i

Chua c¢o6
théng tin
Xac nhan
va ban va

6
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tran bd dém dé thuc thi ma
[énh.

Nhom 03 16 hdng trén mot sd
plugin cia  Wordpress

: Ch 5
CVE-2019-1010104 |(TechyTalk Quick Chat, th(;a t‘l";
7 |Wordpress |CVE-2019-13569  |Email Subscribers &xécgnhén
CVE-2019-12934 Newsletters, wp-code-| . .
va ban va

highlightjs) cho phép khai
théac 16i SQL Injection, XSS.

3. Nguy co phat tan tan cong tir chdi dich vu

Tan cong tir chdi dich vu 13 hinh thtc tdn cong da co tir 1au, va hién tai van
duoc d6i twong tin céng ua thich st dung dé thuc hién cac ¥ do xau. Tan cong tir
chéi dich vu vé co ban khong nguy hiém nhung lai gdy anh huéng dén hoat dong
ctia hé théng, gay thiét hai vé kinh té cho t6 chirc bi tan cong.

Tan cong tir chdi dich vu ¢ thé duge thyc hién véi nhiéu ki thuat khac nhau,
nhung trong nhimg nim gan ddy phan 16n tin tic huy dong cac thiét bi dang mo
céng dich vu st dung giao thirc UDP dé thuc hién tin cong. Cac thiét bi nay co thé
bi huy dong dé dang dé thuc hién tdn cong DRDoS (tdn cong tir chéi dich vu phan
xa phan tan/Distributed Reflective Denial-of-Service) ma hiéu quéa tin cong lai rat
cao. Rat nhiéu giao thirc tang tmg dung déu c6 diém yéu/I1d hong cho phép thuc hién
tan cong nay.

Giao thirc S6 1an khuéch dai biang thong
DNS 28 1an 54
NTP 556.9
SNMPv2 6.3
NetBIOS 3.8
SSDP 30.8
CharGEN 358.8
QOTD 140.3
BitTorrent 3.8
Kad 16.3




-
il

{ ‘
i i

S

Giao thirc S6 1an khuéch dai bing thong
Quake Network Protocol 63.9
Steam Protocol 5.5
Multicast DNS (mDNS) 2dén 10
RIPv1 131.24
Portmap (RPCbind) 7 dén =28
LDAP 46 dén 55
CLDAP 56 dén 70
TFTP 60
Memcached 10,000 dén 51,000

Tai Viét Nam, co rat nhiéu may chi, thiét bi c6 thé trg thanh nguon phat tan
tan cong DRDOS. Trong tuin c6 44,927 (ting so véi tudn trude 1a 34,915) thiét bi
c6 kha niang bi huy dong va tré thanh nguén tan cong DRDoS. C4c thiét bi nay dang
mé& st dung cac dich vu NTP (123), DNS (53), Chargen (19). Duéi day 1a biéu d6
théng ké thiét bi theo cong dich vu pho bién trong tuan.

Biéu dd thdng ké thiét bi theo cong dich vu pho bién

2 1 2 9 /4 - 123
15

— 53

4. Tan cong vao Cong TTPT/ting dung web ciia Viét Nam

Website/Cong thong tin dién tir 1a kénh cung cap théng tin hiéu qua tuy nhién
hau hét khong duoc quan tam dén viéc bao dam an toan cho website, rat nhiéu trang
ton tai diém yéu, 16 hdng bao mat, d6i twong tan cong c6 thé khai thac dé thuc hién:
tan cong thay doi giao dién, tan céng lira dao thu thap théng tin tai khoan, thong tin
ca nhan, tan cong cai cim va phat tan ma doc.



Trong tuan, c6 403 trudng hop tan cdng vao trang/cong thong tin dién tir cua
Viét Nam: 06 truong hop tan cong thay ddi giao dién, 72 trudong hop tan cong lira
dao (Phishing), 327 trudng hop tan cong cai cam ma doc.

Web_Deface Web_Phishing Web_Malware

6 “““““““ g 3 2 7
Deface Malware
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Thong ké s lwong céc trang web phishing trong tuin
theo nha cung cap dich vu
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5. Hoat dong cia mang botnet, APT, ma doc tai Viét Nam
5.1. Cac mang botnet phé bién

Tai Viét Nam c6 nhiéu mang botnet 16n trén thé gi¢i dang hoat dong, trong d6
noi bat 1a Avalanche, Conficker, Gamut, loThotnet/Mirai, PonyLoader, Sality,
Wanacry ... Cac mang nay duoc hinh thanh tir nhitng may tinh, dién thoai thong
minh, thiét bi mang ... bi lay nhiém ma doc. Mdi mang botnet déu co dic diém, muc
tiéu khac nhau, tuy nhién déu c6 dic diém la khi da bi lay nhiém ma doc va tham gia
vao c4c mang botnet nay thi s& bi ddi tuong tan cong kiém soéat tir xa va loi dung dé:
phat tan thu rac/ma doc méi, thu thap thong tin, dir liéu trén may tinh nguoi dung,
tan cong tir chdi dich vu ... va gop phan 1am ting ti 1¢ 1ay nhiém ma doc ¢ Viét
Nam. Duéi day 1a biéu do hoat dong ciia mot sé mang mang botnet Ion trong tuan:



Conficker

Trong tuin mang botnet Avalanche (chuyén danh cip thong tin ngudi ding)
hoat d6ng manh nhat tuy nhién c6 giam so véi tuan trudc, 6 435.679 luot dia chi IP
két ndi vai may chi diéu khién (Tuan 28 1a 565.309).

5.2. Danh sach IP/tén mién déc hai ¢ nhiéu két néi tir Viét Nam

n.hmiblgoja.ru
mokoaehaeihgiaheih.ru

produkktc.com

mel.cloudcontentsmak.com

and30.blabladomdom.com

ajkeahkcueafuiaeuf.ru
dghfhfgjfhjghj6699.net

and28.aviationdreamflighteringl.com
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6. Khuyén nghi ddi véi cac co quan, don vi

Nham bao dam an toan théng tin trong hé théng mang cua cac co quan, to
chtc, Cuc ATTT khuyén nghi:

- Theo d&i va cap nhat ban va cho cac 15 hong, dac biét 1a 16 hong néu tai muc
2 bao cao nay.

- P6i v6i nguy co bi loi dung dé thuc hién tan cong tir chdi dich vy néu tai
muc 3: Kiém tra cac dich vu st dung giao thirc UDP, han ché ti da viéc mé céc
cong dich vuy str dung giao thitc UDP. Trong trudng hop st dung phai thuong xuyén
theo ddi va cap nhat ban va 16 hdng bao mat cho dich vu, ddng thai cau hinh ciing
hoa dich vy, han ché téi da truy cap dén va di lién quan dén dia chi/dai dia chi ko
can thiét.

- Nham tranh viéc bi cac d6i twong tan cong lgi dung cac trang web dé thuc
hién cac hanh vi gay mat an toan thong tin nhu di néu trong muc 4, cac co quan to
chtrc can phai thuong xuyén kiém tra, ra soat may cha web dé kip thoi phat hién va
cap nhat.

- Kiém tra va xir Iy cac thiét bj trong toan bo hé théng mang néu cé dau hiéu
két ndi dén céc tén mién doc hai Cuc ATTT di chia sé, dic biét 1a cac tén mién da
néu trong muc 5.2 bao cao nay.

- Chu dong kiém tra, ra soat, boc g& ma doc ra khoi hé thong mang. Cuc
ATTT sin sang phdi hop voi cac co quan to chic tién hanh kiém tra va boc g& ma
doc botnet trén hé thong cia co quan don vi. Pé xac minh cac may tinh bi nhiém ma
doc botnet, Quy don vi 6 thé lién hé véi Cuc ATTT theo thong tin bén duéi dé phdi
hop thuc hién.

Thong tin lién hé Cuc An toan thong tin, tang 8, s6 115 Tran Duy Hung, quan
Cau Giay, TP. Ha Noi; s6 dién thoai: 024.3943.6684; thu dién tir ais@mic.gov.vn.

Tran trong./.
CUC AN TOAN THONG TIN
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