BO THONG TIN VA TRUYEN THONG
CUC AN TOAN THONG TIN
TRUNG TAM GIAM SAT AN TOAN KHONG GIAN MANG QUOC GIA

VIEN TIEU CHUAN VA
CONG NGHE QUOC GIA
HOA KY XUAT BAN BAI
BAO LIEN QUAN PEN CAC
THIET BI IOT

Cubi thang 6/2019, Vién Tiéu
chuan va Céng nghé quéc gia
Hoa Ky (NIST) da xuét ban mot
tai liéu nham gitp cic co quan
lien bang va céc t6 chic khéac
hiéu 16 hon vé quan ly rui ro an
toan théng tin mang va quyén
riéng tu lién quan dén thiét bi

RANSOMWARE SODIN
KHAI THAC LO HONG
WINDOWS VA KIEN TRUC
BO XU LY

Ransomware Sodin (hay con
dugc goi la Sodinokibi va Revil)
duoc biét dén ntra dau nam 2019,
n6d phét tan théng qua 16 hong
Oracle Weblogic va tan cong
nham vao nha cung cip MSP.

Sodin
Ransomware

Béo céo tém tat
Tinh hinh an toan thong tin dang chu y tuan 27 (tir 01/07 - 07/07/2019)
Sé: [BC-CATTT

Ha Noi, ngay 09 thang 07 nam 2019

THONG KE NGUON
TAN CONG DDOS

Biéu do thdng ke thiét bj theo cdng dich vu pho bién
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PIEM YEU, LO HONG
AN TOAN THONG TIN

Trong tuan, cac t6 chic quéc té
da cong bd va cap nhat it nhat
429 16 hong, trong d6 c6 42 15
hdng muc cao, 116 15 héng mirc
trung binh, 11 15 héng mic thap
va 260 16 hong chua danh gia; 03
15 hong da co ma khai théc.

VI PHAM THONG TIN

CA NHAN

Mot nghién cau méi day vé nguy
co bi tin cong lira dao (phishing)
cua nhitng nguoi lam viéc trong
cac nganh nghé khac nhau cho
thdy nhitng nguoi lam trong
nganh xay dung c6 kha nang trd
thanh muc tiéu cua tan céng
phishing 1a cao nhat.
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1. Piém tin dang cha y

1.1. Cudi thang 6/2019, Vién Tiéu chuan va Coéng nghé qudc gia Hoa Ky
(NIST) di xuit ban mot tai liéu nham gitp cac co quan lién bang va céc td chiic
khac hiéu 16 hon vé quan 1y rii ro an toan thong tin mang va quyén riéng tu lién
quan dén cac thiét bi IoT. Theo NIST, tai liéu nay la an phé\m nén tang cho mot loat
cac 4n pham tiép theo cung cip cac ndi dung cu thé hon trong viéc quan 1y bao mat
IoT. Tai liéu ndy xac dinh cac van dé can quan tim dbi voi bao dam an toan thong
tin cho thiét bi IoT, thach thtrc va cach kiém soat c6 lién quan can diéu chinh cho
cac thiét bi nay.

NIST dua ra mot sd canh bao nhu viéc mot sb truong hop nha san xuét IoT
c6 thé ngimg phat hanh ban va hoic khong phat hanh ban vé cho cac thiét b trong
mot khoang thoi gian dai. Piéu d6 co thé khién cac co quan, t6 chirc gip nhiéu rui ro
do khong thé loai bo cac 16 hong di duge cong bd. Ngoai ra, truy cip tir xa thudng
gy ra nhiéu rai ro bao mat cho thiét bi IoT khi so sanh véi céc thiét bi CNTT khac.
Céc giao dién két ndi ciia IoT thudng cho phép truy cip tir xa vao cac hé théng vat
Iy ma trudc day chi co thé duoc truy cap cuc bo. Pidu nay khién cac hé théng vat 1y
c6 thé truy cap thong qua céc thiét bi IoT ¢6 nguy co bi tan céng cao hon nhiéu. Cac
phuong thirc xac thuc manh, chéng han nhu xac thuc da yéu td, cling it duogc trién
khai doi véi cac thiét bi IoT.

Tham khdo thém thong tin tai li¢u cua NIST tai:

https://nvipubs.nist.gov/nistpubs/ir/2019/NIST.IR.8228.pdf

1.2. Mot nghién ciru méi ddy vé nguy co bi tAn cong lira déo (phishing) cta
nhitng ngudi lam viéc trong cac nganh nghé khac nhau cho thay nhimng ngudi lam
trong nganh xay dung c6 kha nang trd thanh muc tiéu cua tan cong phishing 1a cao
nhat. Bao cdo vé tin cong lira ddo (phishing) trong cic nganh cong nghiép nam 2019
cua KnowBe4 da nghién ctru 19 nganh cong nghiép, cac doanh nghiép trong nghién
ctru dugc chia thanh 3 loai: Loai nho (dudi 250 nhan vién), loai trung binh (250-
999) va loai 16n (1000 nhan vién trd 1€n).

Két qua cho thiy, dbi véi cac tdp doan, doanh nghiép 16n thi nganh cong
nghiép khach san chiém vi tri dau tién. Pbi v6i cac doanh nghiép vira va nho thi
nhimng ngudi lam trong nganh xay dung ding dau danh sach cac cudc tan cong. Ban
1é/ban budn va bao hiém lan luot dimg thir 2 va 3 trong danh sach cac cudc tin cong
vao doanh nghiép vira va nhd.

Céac chuyén gia cho ring, dé giam thiéu nguy co cta viéc tan cong lira dao

(phishing) cho nhiing nguoi lam viéc trong cac nganh nghé phi cong nghé thong tin
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(non IT) thi viéc ddo tao, tuyén truyén nang cao nhan thirc 13 quan trong nhét, can
dugc wu tién trién khai trudc cac bién phéap ky thuat.

1.3. Ransomware Sodin (hay con dugc goi 13 Sodinokibi va Revil) dugc biét
dén nira diu nim 2019, nd phat tan théng qua 16 hdng Oracle Weblogic va tan cong
nham vao nha cung cip MSP. Clng véi d6, thang 8 nim ngoai Ransomware Sodin
d3 khai thac 16 hong CVE-2018-8453 (16 hong trong win32k.sys) dé nang cao dic
quyén trong Windows va sir dung chitc ning xt 1y dé vuot qua cac giai phap bao
mat.

Trong khoang tir thang 4 dén thang 6, theo Kaspersky, Sodin da tin cong vao

nhiéu quéc gia trén thé gisi trong d6 co ca Viét Nam. Qudc gia bi tan cong nhiéu
nhat gom Dai Loan, Hong Kéng, Han Quéc

== 777 Properties EI@

Memory | Environment I Handles | GPU | Disk and Metwork | Comment
General I Statistics | Perfarmance | Threads | Token Modules

User: MT ALTHORITY\SYSTEM
User 5ID: 5-1-5-18
Session: 0 Elevated: M/fA Virtualized: Mot Allowed

App container SID:  NfA

Hinh 1. Thong tin Trojan Sodin sau khi thuece thi c6 dwge déic quyén cao trong
Windows

Trojan Sodin dugc luu trit & dang ma hoa trong d6 phan than l1a mot khéi lénh
c4u hinh luu cai dat va dix liéu can thiét dé Trojan hoat dong.

Hinh 2. Khéi Iénh cdu hinh Trojan dwoc gidi ma

Bang hién thi cac thanh phan trong khéi 1énh cau hinh Trojan Sodin

Field Purpose

Pk Khoa cong khai




Pid Id

Sub Id chién dich

Dbg G& 13i

Fast Ché @6 ma hoa nhanh (t6i da 0x100000 byte)

X6a mot s6 tép nhat dinh va ghi dé noi dung ctia chiing bang cac

Lau byte ngau nhién

Wild Tén cua cac thu muc trong d6 Trojan xda cac tép

Tén cua thu muyc va tép va danh sach cac phan mé rong khéng

Whi dugc ma hoa

Prc Tén cua cac qua trinh duoc cham dut
Dmn Pia chi may chu dé gui sb liéu thong ké
Net Guri s6 liéu thdng ké mang bi nhiém
Nbody Tién chudc

Nname Tén tap tin

Exp Str dung khai thac dé leo thang dic quyén
Img Vin ban cho hinh nén may tinh

Sodin str dung luge dd lai @& ma hoa lai cac tép. Noi dung tép duoc ma hoa
bang thuat toan doi xang Salsa20 va thuat toan ECIES dé tao cac khoa trong hé
théng Windows.

& Registry Editor = O X
File Edit View Favorites Help
Far2 Q Type Data
E:.sperskf)ttLab REG_SZ (walue not set)
o Mf"m REG_BINARY 9626 254121 52 3a 33 1bfe 2a ba 1178 78 77 b8 18 8...
o N;:e REG_BINARY 014b f9 68 e7 8d d0 63 92 cd ec ¥ d3 41 1cf3 9d 9a fc...
sCape
oDBC P REG_SZ mMca530
Palicies ‘-'-'5\|5k_ke)r REG_BINARY bd0b eSde31 64 b0 1c 73 9f 38 d1 a6 13 3f 33 d3 11 57...
iy 2 stat REG_BINARY 437F <8 93 fe 6f OF 68 8516 76 aa 79 3a 09 57 41 T3 6f b...
_____ RegisteredApplicati ﬁ'ﬂsub_key REG_BINARY d6 Od ff 40 44 Of 39 Oe d2 dd f0 4b 67 4c 2f bb f0 7d 35...
. Wiware, Inc.
Wowb432MNode
System
Volatile Environment
< >
Computer\HKEY_CURRENT_USER\SOFTWARE\recfg

Hinh 3. Dt liéu va cdc khéa dwoc tao baoi Trojan Sodin
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Khi 1ay nhidm vao may, ma doc sé gui théng tin may bi nhiém vé may chu
diéu khién, dir liéu truyén di s& dugc ma hda bang thuat toan ECIES sir dung ma héa
cong khai.

2. Nguy co tin cong mang tir diém yéu 16 hong

Trong tuan, c4c to chic quéc té da cong bd va cap nhat it nhat 429 15 hdng,
trong d6 c6 42 16 hdong muc cao, 116 16 héng mac trung binh, 11 156 hong muc thap
va 260 15 hdng chua danh gia; 03 16 hong d3 co6 ma khai thac.

Hé thdng ky thuat ctia Cuc ATTT chi dong ra quét trén khong gian mang Viét
Nam, danh gia, théng k& cho thay c6 05 nhém 13 héng trén cac san pham, dich vu
CNTT pho bién, c6 thé gay anh huong lén dén nguoi dung ¢ Viét Nam, nhu: Nhom
18 15 hong trong mot sé san pham cua Cisco; Nhém 26 16 hong trén san pham, phan
mém IBM; Nhém 13 15 hong trén Wordpress v.v...Thong tin chi tiét vé mot sd 15
hong trén cac san pham/dich vu pho bién tai Viét Nam cu thé nhu sau:

San
STT| pham/ | MaIdi quéc té M6 ta ngan Ghi chu
dich vu

Nhom 18 15 hong trén mot sb
CVE-2019-1922  |san pham cua Cisco (Phan mém
CVE-2019-1932 |dién thoai IP SIP, AsyncOS)|ba co
cho phép ké tan cong thuc hién|théng tin
tan cdng tir chdi dich vy, chén|xac nhan
CVE-2019-1933 |va thyc thi ma lénh, tin cong|va ban va
leo thang dé chiém quyén kiém
soét thiét bi.

1 Cisco |CVE-2019-1889

Nhom 26 15 hong dua trén mot
s6 san pham cua IBM (DB2,
Security Guardium, WebSphere

CVE-2019-4057

- - . . ba )
CVE-2019-4154 Application Server) cho phep thzn t(i(r:

2 IBM CVE-2019-4322 |ké tan cbng Xxac thuc cuc bo . J R
e thi ma tly ¥ trén hé théng, [ "Man

CVE-2019-4369 |tNuC thimatly ytrenhc thong, .\ .\ e

gay tran bo dém. Truy cap tai
khoan DB2 thuc méa tuy y va
lay théng tin nhay cam.
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CVE.2019.5071 Nhém 13 16 hong trén may chi
sir dung Wordpress cho phép ké |ba co
CVE-2019-5962 |tin cong khia thac 16i CSRF,  [théng tin
Wordpress A ) A
CVE-2019-12826 |XSS dé¢ lay thong tin xac thyc |x&c nhan
va chiém quyén quan tri vién, |va ban va
thay dbi cai dat ¢ng dung.
Nhém 21 16 hdng trén san pham
cua Jetbrains (JetBrains Hub,
CVE-2019-12842 |IntelliJ IDEA, Ktqr) c,ho phép B 6
CVE-2019-12845 nguoi dung tao két noi khong thong tin
Jetbrains duoc md héa lam 16 thong tin| A
CVE-2019-12846 dang nhap, mot s6 16 hong cho xac w nh?n
] VA . va ban va
phep thuc hién tan cong tor xa
thuc thi md khi cau hinh dang
chay.
Nhom 19 16 hong trén mot so
san pham cua D-Link (Central
CVE-2019-13373 WiFi Manager CWM, D-Link
DCS-1100, DCS-1130) cho/ba co
B-Link CVE-2019-13374 |phép dbi twong khai thac 15i|théng  tin
CVE-2019-13375 |SQL Injection qua nhiéu tham{xac nhan
s6 khéac nhau, thuc thi cac doan|va ban va
ma PHP doc hai, khai thac 16i
tran bo dém dé cai cam ma doc
vao thiét bi.

3. Nguy co phat tan tan cong tir chdi dich vu

Tan cong tir choi dich vu 13 hinh thtc tan cong di co6 tir 1au, va hién tai van

cua hé théng, gay thié¢t hai vé kinh té cho t6 chtrc bi tin cong.

duoc d6i tuong tAn cong ua thich st dung dé thuc hién céc v dd xau. Tan cong tu
chéi dich vu vé co ban khong nguy hiém nhung lai gdy anh huéng dén hoat dong

T4n cong tir chdi dich vu ¢ thé duge thyc hién véi nhiéu ki thuat khac nhau,

6

nhung trong nhimg nim gan ddy phan 1én tin tic huy dong cac thiét bi dang mo
céng dich vu str dung giao thirc UDP dé thuc hién tin cong. Céc thiét bi nay co thé
bi huy dong dé dang dé thuc hién tdn cong DRDoS (tdn cong tir chdi dich vu phan
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xa phan tan/Distributed Reflective Denial-of-Service) ma hiéu qua tin cong lai rat
cao. R4t nhiéu giao thirc tAng ing dung déu c6 diém yéu/I1d hong cho phép thuc hién

tan cong nay.

Giao thurc S6 1an khuéch dai biang thong
DNS 28 1an 54
NTP 556.9
SNMPv2 6.3
NetBIOS 3.8
SSDP 30.8
CharGEN 358.8
QOTD 140.3
BitTorrent 3.8
Kad 16.3
Quake Network Protocol 63.9
Steam Protocol 5.5
Multicast DNS (mDNS) 2 dén 10
RIPv1 131.24
Portmap (RPCbind) 7 dén =28
LDAP 46 dén 55
CLDAP 56 dén 70
TFTP 60
Memcached 10,000 dén 51,000

Tai Viét Nam, co rat nhiéu may chu, thiét bi c6 thé trg thanh nguon phat tan
tan cong DRDoS. Trong tuan c6 34,915 (giam ~ 10.000 so v6i tudn 26) thiét bi co
kha ning bi huy dong va tré thanh ngudn tan cong DRDoS. Cac thiét bi nay dang
mé st dung cac dich vu NTP (123), DNS (53), Chargen (19). Duéi day 1a biéu d6
thong ké thiét bi theo cong dich vu pho bién trong tuan.
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Biéu dd thong ké thiét bj theo cong dich vu pho bién
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4. Tan cong vao Cong TTPT/tirng dung web ciia Viét Nam

Website/Cong thong tin dién tir 13 kénh cung cap théng tin hiéu qua tuy nhién
hau hét khong duoc quan tim dén viéc bao dam an toan cho website, rat nhiéu trang
ton tai diém yéu, 16 hdng bao mat, d6i twong tan cong cd thé khai thac dé thuc hién:
tan cong thay ddi giao dién, tan cong lira dao thu thap thdng tin tai khoan, théng tin
c4 nhan, tn cong cai cdm va phat tan ma doc.

Trong tuan, c6 178 trudng hop tan cdng vao trang/cong thong tin dién tir cua
Viét Nam: 05 truong hop tan cong thay d6i giao dién, 88 truong hop tan cong hra
dao (Phishing), 85 truong hop tan cong cai cim ma doc.

178

Web_Deface Web_Phishing Web_Malware

5 a8 85

Théng ké s6 hrgng cic trang web phishing trong tuin
theo nha cung cap dich vu

Ak
/

H NhanHoa H Viettel H SUPERDATA VNPT
HODS m AZDIGI H TADU-AS-VN W FPT
W LVSS B DIGIPOWER-AS-VN W Other
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5. Hoat dong cia mang botnet, APT, ma dgc tai Viét Nam
5.1. Ca4c mang botnet phé bién

Tai Viét Nam c6 nhiéu mang botnet 16n trén thé gii dang hoat dong, trong d6
noi bat 1a Avalanche, Conficker, Gamut, loThotnet/Mirai, PonyLoader, Sality,
Wanacry ... Cac mang nay dugc hinh thanh tir nhitng may tinh, dién thoai thong
minh, thiét bi mang ... bi lay nhiém ma doc. M&i mang botnet déu c6 dic diém, muc
tiéu khac nhau, tuy nhién déu c6 dic diém 1a khi da bi lay nhiém ma doc va tham gia
vao c4c mang botnet nay thi s& bi ddi tuong tan cong kiém soét tir xa va loi dung dé:
phat tan thu rac/ma doc méi, thu thap théng tin, dir liéu trén may tinh ngudi dung,
tan cong tir chdi dich vy ... va goép phan lam ting ti 1¢ 1ay nhiém ma doc ¢ Viét
Nam. Dudi déy 1a biéu @b hoat dong ciia mot s6 mang mang botnet 16n trong tuan:

‘Smoke Loader Avalanche

Trong tuin mang botnet Avalanche (chuyén danh cip thong tin ngudi dung)
hoat dong manh nhat, c6 529.445 luot dia chi IP két nbi dén cac may chu diéu khién
cua mang botnet nay.

5.2. Danh séach IP/t&n mién déc hai c6 nhiéu két néi tir Viét Nam

1 differentia.ru
2 disorderstatus.ru
3 atomictrivia.ru
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4 soplifan.ru

5 somicrososoft.ru

6 www.cityofangelsmagazine.com
7 kodklg.info

8 morphed.ru

9 bharatisangli.in

10 a.deltaheavy.ru

11 www.corpnox-technologie.fr

12 caarmelcollege.org

13 hzmksreiuojy.in

6. Khuyén nghi ddi véi cac co quan, don vi

Nham bao dam an toan thong tin trong hé théng mang cua cac co quan, to
chtc, Cuc ATTT khuyén nghi:

- Theo ddi va cap nhat ban va cho cac 16 hong, dic biét 1a 16 hong néu tai muc
2 bao cao nay.

- Béi véi nguy co bi loi dung dé thuc hién tan cong tir chdi dich vu néu tai
muc 3: Kiém tra cac dich vu st dung giao thiic UDP, han ché téi da viéc mo cac
cong dich vy str dung giao thitc UDP. Trong trudng hop sir dung phai thuong xuyén
theo ddi va cap nhat ban va 15 hdng bao mat cho dich vu, dong thoi cau hinh cang
hoa dich vy, han ché téi da truy cap dén va di lién quan dén dia chi/dai dia chi ko
can thiét.

- Nham tranh viéc bi cac ddi tuong tan cong loi dung cac trang web dé thuc
hién cac hanh vi gy mat an toan thong tin nhu di néu trong muc 4, cac co quan to
chtrc can phai thuong xuyén kiém tra, ra soat may cha web dé kip thoi phat hién va
cap nhat.

- Kiém tra va xir ly cac thiét bj trong toan bo hé théng mang néu cé dau hiéu
két ndi dén céc tén mién doc hai Cuc ATTT di chia sé, dic biét 1a cac tén mién da
néu trong muc 5.2 bao cdo nay.

- Chu dong kiém tra, ra soat, boc g& ma doc ra khoi hé thong mang. Cuc
ATTT sén sang phdi hop Véi cac co quan to chic tién hanh kiém tra va boc g ma
doc botnet trén hé thong caa co quan don vi. Bé xac minh cac may tinh bi nhiém ma
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doc botnet, Quy don vi co thé lién hé véi Cuc ATTT theo thong tin bén duéi dé phdi
hop thuc hién.

Théng tin lién hé Cuc An toan thdng tin, ting 8, sé 115 Tran Duy Hung, quin
Cau Gidy, TP. Ha Noi; s6 dién thoai: 024.3943.6684; thu dién tir ais@mic.gov.vn.

Tran trong./.
CUC AN TOAN THONG TIN
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