BO THONG TIN VA TRUYEN THONG ~ CONG HOA XA HQI CHU NGHIA VIET NAM
CUC AN TOAN THONG TIN Doc 1ap - Tu do - Hanh phuc

Sb: 01/BC-CATTT Ha Noi, ngay 09 thang 01 nam 2018

TOM TAT ‘
Tinh hinh an toan thong tin dang chu y trong tuan 01/2018
(tir ngay 01/01/2018 den ngay 07/01/2018)

Cuc An toan thong tin 1a co quan c6 chtrc ndng tham muu, gitp Bo truéng
Bo Théng tin va Truyén thong quan 1y nha nude va to chirc thuc thi phap luat vé
an toan thdng tin. Qua cong tac thu thap, theo doi, trich xuat, phan tich thong tin
trong tuan 01/2018 (tir ngay 01/01/2018 dén ngay 07/01/2018), Cuc An toan
thong tin thuc hién tong hop tom tat vé an toan thong tin dién ra trong tuan.

Cuc An toan thong tin giri tom tat tinh hinh dé cac co quan, to chirc, ca
nhan tham khao va c6 cac bién phap phong ngtra hop 1y.

BANG TONG HQP

1. Ngay 03/01/2018, cac chuyén gia vé an toan thong tin cia Google cong
bé mot nhém gom 03 diém yéu an toan thong tin trong cac bod vi xir Iy cho
phép bat ky tmg dung nao cling co thé truy cdp vao cac ving nhd dé lay
thong tin ctia hé thong va thong tin cua cic cac ung dung khéc (thay vi chi

duoc truy cap vao ving nhé cip cho tng dung).

2. Nguoi dung c6 thé tu kiém tra 19, lot thong tin tai khoan email bang cong
cu do Cuc ATTT phat trién tai website: https://khonggianmang.vn/

3. Trong tuan ghi nhan 06 nhom 16 hong, diém yéu duogc cho 1a c6 thé gay
anh huéng 16n dén nguoi dung tai Viét Nam.

1. Piém tin dang chi y

1.1. Thoi gian qua, théng qua hé théng ciia Cuc An toan thong tin (Cuc
ATTT) va mot s6 kénh thong tin, Cuc ATTT da phat hién thong tin vé viéc 10,
lot 41 GB dir liéu lién quan dén cac tai khoan thu dién tir. Qua cac bién phap k¥
thuét ban dau, Cuc An toan thong tin da phat hién va xac dinh c6 rat nhiéu thong
tin tai khoan thu dién tir cia nhiéu co quan to chire tai Viét Nam bao gdm: ¢o
473.770 thong tin tai khodn thu dién tr cia Viét Nam trong d6 c6 1056 tai
khoan tén mién .gov.vn; 806 tai khoan ciia cac ngan hang.
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Cuc ATTT di c6 vian ban canh bdo cu thé gui to1 cac don vi va da phéi
hop véi mot sé don vi xtr 1y dbi véi cac dia chi thu dién tir cong vu. Di voi cac
dia chi thu dién tir ¢4 nhan, cac don vi chuyén trach vé CNTT/ATTT cac bd
nganh, dia phuong c6 thé huéng dan nguoi ding cudi tu kiém tra bang cong cu
do Cuc ATTT phat trién tai website: https://khonggianmang.vn/ .

1.2. Ngay 03/01/2018, cac chuyén gia vé an toan thong tin cua Google
cong bd mot nhom gdm 03 diém yéu an toan thong tin trong cac bd vi xir Iy cho
phép bat ky tmg dung nao ciing cé thé truy cip vao cac ving nhé dé 1ay thong
tin ctia hé thdng va thong tin cia cac cac tng dung khac (thay vi chi dugc truy
cap vao vung nhé cap cho tng dung).

Céac diém yéu an toan thong tin trén c¢6 ma 16i qudc té 1a: CVE-2017-5753,
CVE-2017-5715, CVE-2017-5754. Cac diém yéu an toan thong tin ndy duogc céc
chuyén gia danh gia la nghiém trong va c6 anh hudng toi nhiéu thiét bi, bao
gdm: may tinh dé ban, may tinh xach tay, may chu, dién thoai di dong str dung
céc hé diéu hanh Linux, Windows, MacOS.

Cuc ATTT di c6 Cong vin s6 03/CATTT-TTTV ngay 04/01/2018 giri cac
don vi chuyén trach vé CNTT/ATTT canh bao cac diém yéu an toan thong tin
nghiém trong noi trén.

2. Tinh hinh tan cong lira ddo (Phishing) trong tuin

2.1. Qua thu thap, theo déi, trich xuat tir hé thong k¥ thuat, Cuc ATTT
nhan théy ti 1€ cac trang web dat tai Viét Nam bi loi dung dé thyuc hién tin cong
Phishing trong tuan 1a khéng it.

Théng ké s luong céc trang web phishing trong tuan
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2.2. Trén thé gidi c6 nhiéu cac trang web gia mao cac to chuc, doanh

nghiép, nha cung cép, dich vu 16n nhu Facebook, Gmail, Dropbox .v.v...

Top 10 nha cung cap, dich vu bi gia mao nhiéu nhat trong tuan
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Viét Nam c6 nhiéu nguoi dung cac tai khoan mail server nudc ngoai (ca
mién phi va c6 phi) , Facebook, Gmail, Dropbox .v.v... vi vy nguoi dung can
phai hét stirc canh giac véi nhitng trang web gid mao dé€ an trom tai khoan.

3. L hong/diém yéu an toan thong tin trong tuin

3.1. Trong tuan cubi nam 2017 va tuan dau nam 2018, céc to chirc qubc té
da phat hién va cong bb it nhat 470 16 hong bao gom: 15 16 hong & mirc cao, 34
16 hong & murc trung binh, 0 16 hong & mirc thip, 421 16 hong chua dugc danh
gia. Trong d6 c6 39 16 hong RCE (cho phép chén va thuc thi ma 1énh), 30 18
hong da c6 ma khai théc.

3.2. Hé théng k¥ thuat caa Cuc An toadn thong tin chi dong ra quét trén
khong gian mang Viét Nam, danh gia, thong ké cho thay c6 06 nhom 156 hong
trén cic san pham, dich vu CNTT pho bién, c6 thé gy anh huong 16n dén nguoi
ding ¢ Viét Nam, nhu: Nhom 33 16 hong trén cac san pham cia Apple; Nhém
03 16 hong trong cac bo vi xur Iy; Nhém 3218 hong trén cac (mg dung san pham,
cta Microsoft .v.v...

Thoi diém cac 16 hong, diém yéu nay duoc cong bd theo mdc thoi gian
(timeline) sau:
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25/12/2017
CVE-2017-13861
CVE-2017-13862
CVE-2017-13867
CVE-2017-13876
CVE-2017-7162
CVE-2017-13879
CVE-2017-13875

2711212017

CVE-2017-17875
CVE-2017-17871
CVE-2017-17870

29/12/2017
CVE-2017-16995
CVE-2017-17857

CVE-2017-17855
CVE-2017-17863

03/01/2018

CVE-2017-5753
CVE-2017-5715
CVE-2017-5754

CVE-2015-7324
CVE-2017-17872

04/01/2018
CVE-2018-0770
CVE-2018-0773

CVE-2018-0769
CVE-2018-0748

CVE-2017-18020
CVE-2018-5210 05/01/2018
018 héng ®

06/01/2018
07/01/2018

016 héng @

Cdc 16 hong c6 khd nang dnh hwéng t&i nhiéu nguwoi ding tai Viét Nam

bién tai Viét Nam cu thé nhu sau:

3.3. Chi tiét vé thong tin mot sd 16 hdng trén cac san pham/dich vu phd

STT

San pham/
dich vu

Ma loi quoc te

M6 ta ngan

Ghi chu

Apple

CVE-2017-13861
CVE-2017-13862
CVE-2017-13867
CVE-2017-13876
CVE-2017-7162

CVE-2017-13879
CVE-2017-13875

Nhém 33 16 hong trén cac
san pham cia Apple (bao
gom i0S, tvOS, watchOS,
MacOS) cho phép ddi tuong
tAn cong thuc hién nhiéu
hinh thic tdn cong khac
nhau, trong d6 cac 16 hong
cho phép thuc thi hau hét da
c6 mi khai thac (nhu 16
héng CVE-2017-13875 trén
MacOS, CVE-2017-13847
trén i10S, CVE-2017-13876
trén ca MacOS, 10S, tvOS,
watchOS).

Pa coma
khai thac

Joomla

CVE-2017-17875
CVE-2017-17871
CVE-2017-17870
CVE-2015-7324
CVE-2017-17872

Nhém 05 16 hong tung dung
quan tri ndi dung Joomla
cho phép thuc hién tan cong
SQL Injection, XSS

C6 03 16 héng c6 mi khai
thac.

Pacoma
khai thac
Chua c6
thong tin
ban va

Linux

CVE-2017-16995
CVE-2017-17857
CVE-2017-17855
CVE-2017-17863

Nhom 13 16 héng trong
nhan Linux cho phép thuc
hién nhiéu hinh thic tin
cong khéac nhau trong do co
cho phép thuc thi ma 1&€nh
va leo thang dic quyén

Anh hudng téi cac hé didu
hanh st dung Linux Kernel
v6i nhiéu phién ban khac

baco
thong tin
ban va
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nhau: 4.9.x, cac phién ban
trude 4.14.8

CPU

CVE-2017-5753
CVE-2017-5715
CVE-2017-5754

Nhom 03 16 hoéng an toan
thong tin trong cac bd vi xu
1y cho phép bat ky tng dung
nao ciing co thé truy cip vao
cac vung nhé dé lay thong
tin cua hé théng va thong tin
cua cac cac ung dung khac
théng.

Anh huéng téi hau hét cac
bo vi xur 1y hién dai (Intel,
AMD, ARM), trén cac thiét
bi, bao gém: may tinh dé
ban, may tinh xach tay, may
chu, dién thoai di dong su
dung cac hé diéu hanh
Linux, Windows, MacOS

Pa co van
ban canh
bao riéng

5 Microsoft

CVE-2018-0770
CVE-2018-0773
CVE-2018-0769
CVE-2018-0748

Nhom 3218 hong trén cac
tmg dung san pham, cua
Microsoft (Microsoft Edge,
Internet Explorer, Windows
kernel...) cho phép dodi
tuong tan cong thuc hién
nhiéu hinh théc tan cong
khac nhau. Trong do co
nhiéu 16 hong cho phép chén
va thuc thi md lénh, tin
cong leo thang

Céc 16 hong nay nam trén
ung dung, dich vu cai san
trén hé diéu hanh may tram
(Windows 7, 8, 10) va may
chu (Windows Server 2012,
2016)

Paco
thong tin
ban va

Mobile

Samsung-

CVE-2017-18020
CVE-2018-5210

Nhom 02 15 hong trén dién
thoai di dong Samsung
L(5.x), M(6.x), N(7.x) cho
phép dbi tuong tan cong
chén va thuc thi ma Iénh:

L3 hong CVE-2017-18020
cho phép chén ngay trong
Bootloader (phan vung khéi
dong cua thiét bi)

baco
thong tin
ban va

© Phién ban phat hanh rong rdi




L3 hong CVE-2018-5210
cho phép thyc thi ma 1énh
két hop véi tan cong vét can
dé an 1ay trom thong tin xac
thuc va mé khoa thiét bi.

4. Hoat déng mot s6 mang botnet, APT, mi doc tai Viét Nam
4.1. Mang botnet Conficker

Mang botnet Conficker dugc phat hién tor thang 10/2008. Ma ddc nay
dugc thiét ké nham vao hé diéu hanh Microsoft Windows. Khi mi doc nay lay
nhiém vao mot may tinh, thi may tinh nay tham gia vao mang botnet va co thé bi
diéu khién dé guri thu rdc (spam) va tan cong cac hé thong khac. Nhitng méy tinh
bi lay nhiém déu khong truy cip dugc cac website lién quan dén phan mém diét
virus hay dich vu cap nhat cua h¢ Windows (Windows Update).

Mic du mang botnet Conficker xuat hién tir nim 2008, lgi dung 16 hong
cli (MS 08-067), da c6 ban va bao mat, tuy nhién tai Viét Nam, sb lugng may
tinh nam trong mang botnet Conficker van con rat nhiéu trong tudn ma Cuc An
toan thong tin dang theo doi.

Théng ké s6 luong IP ndm trong mang botnet Conficker
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4.2. Danh sach |P/tén mién djc hai cé nhiéu két noi tiv Viét Nam

TT Tén mién/IP
1 granvillemirabelle.net
2 lordsleep.net
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3 spamhouseanilingus.ru

4 christabellewhittemore.net

S5 grouphtconditionsrights.ru

6 roomshirt.net

7 wg2udkplobal.net

8 xxX.103azzxa.com

9 cinrybyetnloora.me

10 episykuj.com

5. Khuyén nghi déi véi cac co quan, don vi

Theo théng ké sb lwong may tinh Viét Nam nam trong mang botnet quc
té 12 khong nho. Nham bao dam an toan thong tin trong hé thong mang cua céac
co quan don vi, Cuc An toan thong tin khuyén nghi:

- Nguoi dung can phai hét sirc canh giac voi nhitng trang web gia mao dé
an trom tai khodn, dac biét 1a cac trang web gid mao cac ung dung, dich vu phé
bién nhu d néu trong muc 2.2 bao céo nay.

- Theo do1 va cdp nhat ban va cho cac 16 héng, dic biét 1a 15 héng néu
trén.

- Chu dong kiém tra, ra soét, boc g0 ma ddc ra khoi hé théng mang. Cuc
An toan sin sang phdi hop véi cac co quan t6 chirc tién hanh kiém tra va boc g
ma doc botnet trén hé théng cua co quan don vi. Pé xac minh cac may tinh bi
nhiém ma doc botnet, Quy don vi c6 thé lién hé v&i Cuc An toan thong tin theo
thong tin bén dudi dé phdi hop thuc hién.

- Kiém tra va xtr 1y cac thiét bi trong toan bo h¢ théng mang néu c6 diu
hiéu két ndi dén cac tén mién doc hai Cuc An toan thdng tin da chia sé, dic biét
1a cAc tén mién d3 néu trong muc 4.2 béo céo nay.

Thong tin lién hé Cuc An toan thong tin, ting 8, s 115 Tran Duy Hung,
quan Cau Giay, TP. Ha Noi; so dién thoai: 024.3943.6684; thu dién tir
ais@mic.gov.vn.
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Tran trong./.

Noi nhén: 7 KT. CUC TRUONG
- Bo truong va cac Thir trudng (dé b/c); PHO CUC TRUONG
- Thu ky Lanh dao B9; :

- Bon vi chuyén trach vé CNTT cac bo, nganh;
-S& TT&TT cac tinh, thanh phé true thuéec TW;

- Vu Khoa giao - Van xa, Van phong Chinh phu;

- Trung tdm CNTT, Van phong Trung wong Pang;
- Trung tim CNTT, Vin phong Qudc Hoi; (email)
- Trung tdm CNTT, Vén phong Chu tich nudc;
- Cac Tap doan kinh té; Tong cong ty nha nudc;
T4 chire tai chinh va Ngan hang;

- Co quan, don vi thugc Bg;

- Lanh dao Cuc;

- Luu: VT, TDQLGS.

Nguyén Huy Diing
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PHU LUC
l. Bao cdo dwoc xay dung dwa trén cic ngudn thong tin:
- Hé thdng x1r 1y tan cong mang Internet Viét Nam, hé thong trang thiét bi

k¥ thuat phuc vu cho cong tac quan 1y nha nudc vé an toan thong tin do Cuc An
toan thong tin quan 1y van hanh;

- Kénh lién lac qudc té vé an toan thong tin; hoat dong hop tac giira Cuc
An toan thong tin va cac to chirc, hing bao mat trén thé gidi.

- Hoat dong theo ddi, phan tich, tong hop tinh hinh an toan théng tin mang
trén cac trang mang uy tin.

I1. Gi6i thiéu vé Hé thong theo déi, xir Iy tin cong mang Internet Viét
Nam truc thu¢c Cuc An toan thong tin:

Trung tam Tu van va Hd tro nghi¢p vu ATTT truc thuéc Cuc An toan
thong dang trién khai va van hanh cac hé théng k¥ thuat phuc vu cong tac bao

dam ATTT mang qudc gia nhu sau:

1. Hé théng phan tich, phat hign tin cong mang tiv xa da nén ting

Vietnam Cyber Attack Map - Authority of Information Security

mic.gov.un

LIVE ATTACK

Hé thong duoc xiy dung dua trén cac cong nghé Al, thuong xuyén do
quét, kiém tra cac muc tiéu dua trén hé théng sensor san ¢6 ciia Cuc An toan
thong tin va céac sensor khac trén toan thé giol, tor do, tu dong phat hién, canh
b4o sém cac cudc tin cong mang nhdm vao cac muc tiéu duge ciu hinh sin,
nhanh chéng thong béo cho quan tri vién biét cac tinh trang ctia cac cudc tin

cong mang nay.
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2. H¢ thong phan tich, do quét, tw dpng phdt hién tin céng tir xa cdc

website, cong thong tin dién ti

HENRARNRN:
-
|4

oO0oPOOOOO ;
000000000

Trudc tinh hinh céc hé thdng website, trang/cong thong tin dién tir cia cac
co quan, t6 chirc dugc sir dung dé cung cip thong tin dén nguoi dan, doanh
nghiép, ban bé qubc té ciing nhu st dung dé cung cip cac dich vu cong truc
tuyén ludn phai doi mit véi cac nguy co tan cong, thay doi giao dién, cai ma doc
trén website...

Cuc An toan thong tin di xay dung, phat trién va trién khai Hé thng phan
tich, do quét, tu dong phat hién tin cong tur xa cac website, céng thong tin dién
tr. Hé thong dugc thiét ké dé hd tro viéc theo ddi, giam sat va canh bao som vé
mic 40 ATTT cila cac website. Hé thong thyc hién giam sat tir xa nhung khong
can thiép, khong cai dit phan mém hay thiét bi vao ha ting cia cic co quan chil
quan website do.

3. H¢ thong theo déi, phdt hién ma djc, mang botnet tir xa

Hé théng theo doi cap nhat vé tinh hinh ma doc hai duogc xdy dung va
trién khai dé hd tro déc luc trong vi¢c nam bt cu thé va dﬁy du nhét vé tinh hinh
lay nhiém ma doc trong Viét Nam. Tir d6 c6 thong tin dé xay dung ké hoach va
phuong an xtr Iy béc gd cac ma doc trén dién rong.

Véi hé théng nay cho phép cac can bd quan 1y, phan tich nim bat dugc
chi tiét cac dong ma doc, cac mang botnet dang hoat dong trén khong gian mang
Viét Nam.
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Vietnam botnet activities
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Bén canh d6 hé thong con gitp cic can bd phan tich nhanh chong nam bat
duogc xu thé 1ay lan, phat trién cta cac ho ma doc, tir d6 dé ra cac phuong 4n Uing
pho kip thoi cho timg thoi diém.

4. Hé théng gidm sdt va phong, chong tin cong mang

Hé théng giam sat va phong, chéng tin cong mang ciia Cuc ATTT duoc
xay dung trén co so két hop giita giai phap thuong mai va giai phap nguon mg,
bao dam khong phu thudc vao bat ky mot hang hay mot cong nghé cu thé nao
trong viéc hd trg bao vé cac hé théng thong tin.

Co quan, td chirc ¢6 thé lién hé dé duoc tu van, hd trg trong cong tdc bao dam
ATTT, cu thé nhu sau:

- Ping ky nhan thong tin canh bio chung vé ATTT, lién hé: Ong Ha Vin
Hiép, s6 dién thoai: 0968689111, thu dién tir: hvhiep@mic.gov.vn;

- Piing ky theo dbi, giam sat trang/cong thong tin dién tir, lién hé: Ong
Nguyén Son Tung, s6 dién thoai: 0977325416, thu dién tir: nstung@mic.gov.vn;

- Piang Ky theo doi, giam sat, xir ly ma doc, lira ddo qua mang, lién hé: Ba
Bui Thi Huyén, s6 dién thoai:0932481987; thu dién tu: bt huyen@mic.gov.vn;

- Ping ky hd tro cai dit cam bién (sensor) dé giam sat, phong, chong tan
cong mang, lién hé: Ong Nguyén Pha Ding, s6 dién thoai: 01676611700, thu

dién tr: npdung@mic.gov.vn
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