


KT.GIAMDOCAW nhan:

-Nhu tren;

-B6 tnrong (de b/c);
-Thii tnidng NguySn Thanh Hung (d^ h/c);
-Giam d6c (d6 b/c);
-PGB Nguyin Khic Lich;

-C^c phong, chi nhanh: KTHT, NCPT, TVBT,
CNHCM, CNDN;
-LuuVT.DPUC.

3.Cap nhat cac ban va cho be dieu hanh va phan mem (nhat la Microsoft

Office - neu sii dung). Dae biet cap nMt cac 16 hong co CVE:CVE-2012-0158,

CVE-2017-0199, MS17-010;

4.Sau khi thirc hien, de nghi cac don vi bao cao tinh hlnh lay nhiem va

ket qua xii ly (neu co) ve Co quan Dieu phoi ling ciiu sir c6 Quoc gia (Trung

tarn VNCERT) tnroc ngay 30 thang 9 nam 2017.

Tren day la loai ma d6c nguy hiem. Tin tac co the tin cong leo thang dac
quyin gay ra nhiiu h^u qua nghiem trong, Trung tarn VNCERT yeu cau Lanh

dao cac don vi nghiem tiic thuc hien lenh dieu phoi.

Co quan Dieu phoi Quoc gia:

Trung tarn Uhg ciiu khan cap may tinh Viet Nam

Dia chi: Ting 5 - Toa nha 115 Trin Duy Hung - Ciu Giiy - Ha Noi;

Dien thoai: 04 3640 4423 so may le 112;

Duong day nong: 0869 100 319/0934 424 009;
Horn thu dien tii tiip nhan bao cao sir co: ir@,vncert.gov.vn.

Tran trong./.
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I. Dahhs^ch cac IP may chu dieu khien ma doc (C&C Server)
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III. Danh sach ma bam (HashMDS)
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